


Hvorfor The Art of War?

e Den errelevant | dagens IT sikkerheds
landskab

e Den er anvendelig | det daglige sikkerheds
arbejde

e Den indeholder gode rad til at handtere
konflikter | Cyberspace

Sensitivity: Internal



War is a Grave Concern of the State and must be Thoroughly Studied

e |T Security is a grave concern for a company and must be thoroughly studied and
prepared for

 How are you managing Incident response?

e How are you managing risk?

 |s your staff well trained?

e Has the leadership taken responsibility?

e |s there capability inhouse for dealing with incidents?

 |s there a signed and agreed upon strategy for handling IT security?
e What about any outsourcing in place or managed security services?
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Attack him where he is unprepared, appear where you are unexpected

 Have we secured all avenues of access?

Do we know all avenues of access?

Do we know about any shadow IT in place?

Have we prepared ourselves for the inevitable breach?
Have we trained for this inevitable breach?

Do we have procedures for this inevitable breach?
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So in war, the way is to avoid what is strong and to strike at what is weak

People are the weakest link

Regular training of both staff and IT!

Unpatched systems are weak!!

Patch management is one of the solutions here, including 3" party software!!
Baselining of systems is another
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Sporgsmal?
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