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Cortex XDR

GET ALL THE ANSWERS

Before, During and After an Attack.

Mikkel Bossen

SE - Palo Alto Networks
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Threats are Escalating
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Get All the Answers
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● Best-in-class prevention

● Most comprehensive security data asset 

● Continuous ML-based detection

● Automated root-cause analysis

● Integrated response for network and endpoint

Cortex XDR breaks down silos to stop all attacks

The new category for 
detection & response
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The industry's best security data asset

Cortex  XDR

Cortex Data Lake

Network Endpoint Cloud
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Rich Data Collection For Cortex XDR
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Automatically Detect Attacks with Machine Learning
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DEMO TIME
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The Complete Solution for Security Operations

Cortex XDR DemistoCortex XDR & 
AutoFocus

Traps Endpoint & 
Next-Generation Firewall

Stop threats with 
best-in-class prevention

Detect sophisticated 
threats with analytics

Accelerate investigations 
with rich context

Automate response and get 
smarter with each incident
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SECURE THE ENTERPRISE
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Thank You

See and Learn more
@ Our Booth

Email: mbossen@paloaltonetworks.com
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Backup Slides



Alerts



Causality chain



Detailed information – Persistence Gained



Detailed information – Files from 7zip



Query Builder – looking for double extensions



Query Builder – looking for double extensions



Query Builder – looking for double extensions



Actions



Command Line



Network Behavior Alert – Large Upload



Large Upload – FTP



View File System Activity



Location the ZIP file and Identifying Content



BIOCs
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Thank You

See and Learn more
@ Our Booth

Email: mbossen@paloaltonetworks.com


