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Where did we come from?

Hype Cycle for Artificial Intelligence, 2022

Synthetic Data

Smart Robots
Foundation Models — e Edge Al

Responsible Al ~ Knowledge Graphs
Generative Al 'A ‘

o

Neuromorphic
Computing ModelOps

Operational Al Systems

Expectations

Al TRiISM Natural Language-Processing
Composite Al Digital Ethics
Decision Intelligence
Al Engineering Al Maker and

TeachingKits

Data-Centric Al
‘ Al Cloud Services

Hype Cycle for Artificial Intelligence, 2023

Smart Robots
Responsible Al
hic-Computing
Prompt Enginéering

Al TRiISM
Operational Al Systems

Composite Al
Data-Centric Al

Al Engineering

Computer Vision

Causal Al
Data Labeling and Annotation
Physics-Informed Al . : o e
Deep Learning Intelligent Applications
’} rtificial Autonomous Vehicles -
General
Intelligence
Peak of
Innovation Inflated Trough of Slope of
Trigger Expectations Disillusionment Enlightenment Productivity
L]
Time
Plateau will be reached:
() less than 2 years @® 2to5years @ 5tol10years A more than 10 years ) obsolete before plateau As of July 2022

gartner.com

Source: Gartner
® 2022 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner and Hype Cycle are registered trademarks of Gartner, Inc. and its affiliates in the U.S. 1957302
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Gartner

Al Simulation

Causal Al

Expectations

Neuro-Symbolic Al

Multiagent Systems

First-Principles Al
Automatic Systems

Synthetic Data

ModelOps

Computer

ViSiOr] )/——

Data Labeling
and Annotation

Intelligent Applications

Autonomous Vehicles
Al Maker and Teaching Kits

Peak of
Innovation Inflated Trough of Slope of Plateau of
Trigger Expectations Disillusionment Enlightenment Productivity
L]
Time
Plateau will be reached:
() less than 2 years @ 2to5years @ 5tol10years A more than 10 years ) obsolete before plateau As of July 2023
gartner.com

Source: Gartner

© 2023 Gartner, Inc. and/or its affiliates. All rights reserved. 2079794

Gartner.
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Hype Cycle for AI in 2024

Retrieval-Augmented Generation — Al-Augmented
Paceret Englnearirg ) i o GenAl technology
Al TRISM |\ 7~ Foundation Models
Vector Databases — | l‘.l "-,l /’_(\ ,/"’|,n“ Synthetic Data Lan dscape
Open-Source LLMs ™\ ‘\ luf'{ —&Q"‘. Generative Al
Multimodal Generative Al —\\  L()~ "3 Workload Accelerators
Transfer Leaming \ \,—’ Q — ModelOps

=

Artificial General Intelligence —
Generative Al-Enabled Applications
Xr_

GraphRAG ()
Autonomous Agents "‘f

Self-Supervised Learing
Embedding Models L

— Large Language Models

e GenAl-Enabled
[ Virtual Assistants

Applications

Model Hubs \/_\{)
Domain-Specific GenAl Models —_ L)
Al Supercomputing —.
Al Simulation —

Reinforcement Learning _()
From Human Feedback

GenAl Application 1)

Orchestration ~ /,

EXPECTATIONS

Engineering tools

Frameworks _/
Disinformation Security
Edge GenAl

Infrastructure &

Innovation Peak of Inflated Trough of Slope of

Plateau of
Trigger Expectations Disiliusionment Enlightenment Productivity enablement
TIME
Plateau will be reached: <2 yrs. 2-5yrs. @ 5-10yrs. >10yrs. @& Obsolete before plateau

© 2024 SPLUNK INC.
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We tend to the
effect of a technology in the
short run and

the effect in the long run.

Amara’s La wW



Hype Cycle for AI in 2024

Benefit Years to mainstream adoption
Less than two years Two to five years Five to 10 years More than 10 years
Transformational « Al-augmented software « Artificial general

engineering intelligence
» Al supercomputing
» Foundation models

* Large language models
- Multimodal

generative Al
- Self-supervised learning

High » GenAl-enabled virtual Al TRiSI « Al simulation

assistants Disinformation securit - Domain-specific

- Generative Al- “mbedding models GenAl models
enabled odel hubs » Edge GenAl
applications Open-source LLMs * GenAl application

» Generative Al workload Prompt engineering orchestration frameworks
accelerators Reinforcement learning * ModelOps

- Retrieval- from human feedbsz * Transfer learning
augmented Synthetic datz - Vector databases

generation

|- GraphRAG _

Source: Hype Cycle for Generative Al, 2024, 31 July 2024

12 © 2025 Gartner, Inc. and/or its affliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. and its affiliates. Ga rtne':

© 2024 SPLUNK INC.
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Deepseek and Alibaba join
the party!

Rank* (UB) A Rk »+ Model A Azena + 95% CI + Votes + Organization . License A
(StyleCtrl) Score
1 2 Grok-3-Preview-02-24 1412 +8/-10 3364 xAI Proprietary
1 1 GPT-4.5-Preview 1411 +11/-11 3242 OpenAI Proprietary
3 5 Gemini-2.9-Flash-Thinking-Exp-01-21 1384 +6/-5 17487 Google Proprietary
3 3 Genini-2.9:-Pro-Exp-02-05 1380 +5/-6 15466 Google Proprietary
3 2 ChatGPT-40-latest (2025:01:-29). 1377 +5/-4 17221 OpenAI Proprietary
6 3 DeepSeek-R1 1363 +8/-6 8580 DeepSeek MIT
6 10 Gemini-2.9-Flash-001 1357 +6/-5 13257 Google Proprietary
7 3 01-2024-12-17 1352 +4/-6 19785 OpenAI Proprietary
9 10 Quen2.5:Max 1336 +7/-5 11930 Alibaba Proprietary
9 v Ql-preview 1335 +4/-3 33167 OpenAl Proprietary
9 10 03-mini-high 1329 +8/-6 9102 OpenAl Proprietary
11 13 DeepSeek:-V3 1318 +5/-4 22007 DeepSeek DeepSeek
12 16 GLM-4-Plus-0112 1311 +8/-8 6035 Zhipu Proprietary
12 15 Qwen-Plus-0125 1310 +7/-5 6054 Alibaba Proprietary
12 5 Claude..3.7.90ennet 1309 +9/-11 4254 Anthropic Proprietary

Spurce: https://Imarena.ai/

© 2024 SPLUNK INC.
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The week
that shook
Silicon
Valley

THE BIGGEST
SINGLE-DAY

n E“ll N Es -$197B Aug. 29, 2024
-$205B

Jul. 24, 2024

-$205B Jul. 17, 2024
-SZOBB Apr. 29, 2022
-$208B Jun. 24, 2024
-$212B Apr. 19, 2024

-$228B Jan. 7, 2025
-$251B Feb. 3, 2022
-$279B Aug. 3, 2024

-S5608B Jan. 27, 2025

Nvidia’'s stock plummeted after a Chinese startup

called DeepSeek released a powerful Al model. As of January 27, 2025 @

Source: Bloomberg

Nvidia has experienced 8 of the 10
biggest single-day stock declines. 1

NVIDIA.
NVIDIA.
NVIDIA.
amazon
NVIDIA.
NVIDIA.
NVIDIA.
O\ Meta
NVIDIA.
NVIDIA.




What are we using today?

Just to make my life easier...

@ ChatGPT m Notebook LM

,él:%\& MidJourney
("> HeyGen

Vast Al

‘@) Ollama

Claude Al

© 2024 SPLUNK INC.
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® a software program that can interact with its

environment, collect data, and use the data to perform
self-determined tasks to meet predetermined goals.

® Humans set goals, but an AI agent independently

chooses the best actions it needs to perform to
achieve those goals.

® Altera has built 1000 AI Agents and asked them to
play Minecraft.

® Bots:

Bots communicate over discord, google docs, discord,
google sheet and slack

Splunk > turn data into doing



AI Agents working together

2 |
3> "Olivia, you heard

Wactions. .
¥

QR0 items in Minecraf: onld

Agents Agents created olivia aave u
collected over an economy Far dregams fol?ﬂ
300 items. making .
fransactions. the society.

splunk>
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Build digital resilience with Splunk

Splunk brings SecOps, ITOps and engineering together to..

2

Prevent major Remediate faster
Issues

Adapt quickly




Gartner

Splunk is the only
vendor recognized as
a leader in the latest
Magic Quadrant™
Reports for SIEM and

APM and observability.

A Leader A Leader
Gartner’ Gartner® Magic
Magic Quadrant’
Quadrant™ for APM and
for SIEM Observability



& Siloed tools,
(@)
Expanding attack teams, data,
surface ( ) and workflows
‘ Stalled
iInnovation
Compliance 6
mandates D
s
\/
()
I s
. . \_/
Sophisticated D
l threat actors
Growing attack & ‘ |
volumes D Talent and skills
4‘ shortages
\_/
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Embedded capabilities
within products

Customizable
ML, deep
learning, and
data science

tools

Splunk

has been B
innovating "
with

since 2015

Generative AI libraries and

AI chatbots APIs for
developers



With a foundation of
Al services

. Generative AI Assistants { Security } Observability }

to simplify and make

your job easier. AI Assistants
. Prebuilt AI analytics and .
task automation enabled Detect ‘ Investigate ‘ Respond ‘ Prevent
by agentic Al
. ~ FEN :
. Powered by leading Al Y "&*) Automation

technologies to deliver
accuracy and efficiency.

Machine learning ‘ Deep learning ‘ Generative Al ‘ Agentic Al

. Integral part of the
Splunk portfolio and ;
Data Platform. = Splunk Data Platform

© 2024 SPLUNK LLC



Including a broad poritfolio

of ML and AI anc

Make everyone
an expert

Reduce need for environment
: and tool expertise by simplifying
Generative Al analysis and investigations.

—
Detect O‘C{O H il i —— Correlate

and predict and diagnhose
Real-time, streaming Aggregate and analyze all
analysis to detect data to investigate and

forecast trends.

© 2024 SPLUNK LLC



Delivering productivity i

when Investigating security incidents

Scenario: Security analyst is investigating a high priority RBA finding

. Summarize findings within an Investigation

a.

Leverage Gen Al to generate a summary of findings
and relevant MITRE ATT&CK techniques and tactics

.. Generate SPL queries to investigate data

qa.

Leverage Gen Al to suggest investigative SPL
queries based on natural language prompts

. Conversational security inquiries

a.

Have security topic related conversations

«. Generate post-investigation report

a.

Leverage Gen Al to create an Investigation Report
capturing timeline of events, analyst investigation
notes, and MITRE ATT&CK info

Review findings

o. Manually review all correlated alerts and metadata to
better understand the incident

». Manually research tactics and techniques to better
understand the incident

Formulate investigation strategy

o Leverage tribal knowledge and experience to
determine investigation next steps

Broaden the investigation

o Using tribal knowledge and experience expand the
investigation beyond initial findings by manually
authoring investigative SPL queries

Post-incident summary report

o. Manually summarize and document initial findings,
remediation actions, and other relevant information
to close the incident



Extend pre-built AI to
custom-built Al




Customize AI u
with Machine Learning

Toolkit (MLTK)

In Splunk Cloud and Enterprise

. Experiment and model your Splunk data
with guided assistant for the whole Al
workflow.

. 50+ algorithms to choose from or bring
your own model.

. Train and deploy with search commands
and operationalize in real-time.

© 2024 SPLUNK LLC

Showcase Experiments Search Models Settings Docs [2 Video Tutorials [2

Showcase

Welcome to the Machine Learning Toolkit Showcase. Watch and learn from interactive end-to-end examples using real datasets. Click on an ¢
sample dataset and its settings. Inspect the Search Processing Language as well as the underlying code of these examples to see how it all

View examples by ML Operation Industry

Predict Fields Detect Outliers

View examples that predict the value of a numeric or categorical field using the values View examples that detect numeric and
from other fields in the event. values in the rest of the data. Identified ¢
and possibly dangerous events.

15 Examples Available

Forecast Time Series Cluster Events

View examples that predict the next value in a sequence of time series data by using View examples that partition events with
past time series data. on the values of those fields.

9 Examples Available



[ /
Extend ML fo
Content Configuration v Examples v Assistants v Operations v Other~ Documentation [2 Search
'|'. |. d d

custom AI/ML use cases

Configuration

Configure how the Splunk App for

Data Science an d Deep Learning and check their status
connects to your Docker,
Kubernetes or OpenShift

Splunk App for Data Science
and Deep Learning Examples

. 35+ Code Examples: Guided model building,
testing, and deployment

. Container Management: productionized for
scalability & optimization on CPU & GPU

. State of the art AI frameworks and tools
. Flexible deployments and open source

. Extension to LLMs and VectorDB

© 2024 SPLUNK LLC



3. RAG-based LLM Example Dashboard (2)

Part 2: Querying LLM

Query
LLM-RAG Result L L M o U"'p U'|'
_time < query = RAG_Response = RAG_References <
2024-06-24 14:27:33 Customer customer@email.com had a Payment processing error during checkout for the product I'm happy to help! /srv/notebooks/data/Buttercup/support_ticket.csv
page of DB-SG-G@1. Answer the following three questions: 1.Tell me more about this product. /srv/notebooks/data/Buttercup/support_ticket.csv
2. List of employees in charge of this product support 3.What were the resolution notes in **Question 1: Tell me more about this product*x /srv/notebooks/data/Buttercup/Buttercup_customer_support_list.pdf
the past tickets with the same issue description? /srv/notebooks/data/Buttercup/Buttercup_customer_support_list.pdf
Dragon's Bane - Game of the Year Edition (Xbox Series X) is an immersive /srv/notebooks/data/Buttercup/Buttercup_customer_support_list.pdf
fantasy adventure that sets you on a medieval quest. As you explore the /srv/notebooks/data/Buttercup/buttercup_store.xml
world, you'll encounter mythical creatures, engage in dynamic combat, and /srv/notebooks/data/Buttercup/Buttercup_Documentation.docx
User Query: uncover the secrets of this epic game. /srv/notebooks/data/Buttercup/Buttercup_Documentation.docx
. /srv/notebooks/data/Buttercup/Buttercup_Documentation.docx
Customer custome r‘@emall .COm had ad Payme nt **Question 2: List of employees in charge of this product support*x
pPOC6551ng error duplng CheCkOUt for the Buttercup's customer support team for Dragon's Bane - Game of the Year
Edition (Xbox Series X) includes:
product page of DB-SG-GO1l. Answer the
[ [ . @ o * . 2 - s
fOllOWlng queStlonS. 1.Descr1be thlS Emh%m@mm%mmwﬂmvﬁmmdmw
* Ethan Lee (Customer Support Specialist)
pr‘Oduct . * Maya Patel (Customer Support Specialist)

* Julian Sanchez (Customer Support Specialist)

3.What were the
r‘eso:lution nOteS in the paSt tickets With ::g:s::::r:;tvin;:;*:ere the resolution notes in past tickets with the same

the same issue description?

Although there are no identical issue descriptions, our team has
successfully resolved similar payment processing errors in the past. Our
typical approach involves:

1. Verifying customer account information and payment details.

2. Troubleshooting potential issues with payment gateways or account
validation.

3. Manually processing payments if necessary to complete transactions.

Please note that these answers are based on the limited context
information provided and might not be exact or comprehensive.

Refresh
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STUDIE1

Sikkerhed mod cybertrusler

i en Al-drevet verden
Microsoft

| en tid hvor kunstig intelligens revolutionerer vores verden, er det afgerende
at forstd, hvordan vi effektivt kan beskytte os mod de stigende cyber-trusler.

| dette indlaeg ser vi nzermere pa Microsofts strategi indenfor for Cybersikkerhed.

Vi vil udforske de nyeste teknologier og lgsninger, herunder Microsoft Security
Copilot, der hjeelper med at sikre virksomheder mod avancerede trusler.

The Al Cybersecurity Arms race
- (oplaeg pa engelsk)

Lenovo

An overview of the risks, threats, and opportunities defenders are
facing in the rapidly evolving landscape of Al and cybersecurity.

In this session, we will explore how Al is creating both new risks and opportunities in
cybersecurity. We'll examine how Al investments in 2025 will focus on areas such as
IT operations, software development, and cybersecurity, and how organizations can

leverage Al to strengthen their defenses. We'll also discuss the challenges of scaling
Al including data quality, governance, and integration with existing security systems.

11:30 - 12:00

Datasikkerhed i M365
med Microsoft Purview
Microsoft

Tag din datasikkerhed til det naeste niveau. Vi vil i denne session dykke ned i de yderst
aktuelle emne "Datasikkerhed". Vi vil udforske dataklassificering og databeskyttelse,
og give nogle eksempler hvordan man kan beskytte sine veerdifulde data.

Vi ogsa diskutere, hvordan kunstig intelligens spiller en afgerende rolle i dette domaene.
Leer, hvordan Microsoft Purview bla. kan hjeelpe med at identificere og beskytte
falsomme oplysninger og forbedre den overordnede sikkerhedsstrategi.

STUDIE 2

Fra Traditionelt SOC til SOC 3.0:

Sadan transformerer Agentic
Al cybersikkerheden

Fortinet

| artier har Security Operations Center (SOC) vaeret organisationers digitale
forsvarslinje, men cybertruslerne udvikler sig hurtigere end nogensinde.

For at felge med har SOC gennemgaet en markant transformation,

men hvordan ser fremtidens SOC sa ud? Kom og her, hvordan sikrer din
organisation sig en plads i ferersaedet.

Data og Cyber resiliency er kritisk
Dell Technologies

F& indsigt i, hvordan man bedst sikrer data og backups mod
cyberangreb, sa de kan gendannes hurtigt og uden kompromittering.

11:30 - 12:00

Ved du, hvordan hackere

ser din virksomhed udefra?
Fortinet

Tag din datasikkerhed til det naeste niveau. Vi vil i denne session dykke ned i de yderst
aktuelle emne "Datasikkerhed". Vi vil udforske dataklassificering og databeskyttelse,
og give nogle eksempler hvordan man kan beskytte sine veerdifulde data.

Vi ogsé diskutere, hvordan kunstig intelligens spiller en afggrende rolle i dette domaene.

Leer, hvordan Microsoft Purview bla. kan hjeelpe med at identificere og beskytte
felsomme oplysninger og forbedre den overordnede sikkerhedsstrategi.

MODELOKALET

10:20 - 10:50

HPE Secure by Design
- Nar Gaffatape ikke er nok

Hewlett Packard Enterprise

| denne session udforsker vi, hvordan HPE'’s sikkerhedslgsninger integrerer
server, storage og netveerk for at beskytte dit datacenter og dine data.

Vi ser pa sikkerhed fra et inside-out perspektiv — og hvordan du sikrer dine
systemer fra kernen og ud. Der vil blive givet praktiske eksempler p3,

hvorledes HPE’s Iasninger kan hjaelpe dig med at efterleve elementer
i §6 i den netop vedtagne NIS2-lovgivning.

Nar du er lobet tor for Gaffa tape,
er det godt du har HPE Secure by design

Hewlett Packard Enterprise

P& denne session vil vi gennemgé HPE’s sikkerhedslasninger,
der sikrer, at netveerket effektivt binder servere og storage sammen.

Vi viser, hvordan bé&de brugere, data og applikationer beskyttes
- uanset hvor de befinder sig. Kort sagt, vi ser pa datasikkerhed fra et
'outside-in' perspektiv.

Der vil blive givet praktiske eksempler p&, hvorledes HPE’s Igsninger kan hjeelpe
dig med at efterleve elementer i §6 i den netop vedtagne NIS2-lovgivning.

GARAGEN

10:20 - 10:50

Security in the Al age

Cisco

F& indsigt i, hvordan man bedst sikrer data og backups mod
cyberangreb, sa de kan gendannes hurtigt og uden kompromittering.

Skab digital robusthed i Al-zeraen

Cisco

Vi viser, hvordan du med Splunk kan beskytte hele din digitale infrastruktur mod
moderne cybertrusler —i realtid og i stor skala. Ved at kombinere data fra
virksomhedens infrastrukturkomponenter og brug af Al lgser vi sikkerhedsdata-
udfordringer med enestdende praecision og sikrer din virksomhed mod trusler.

11:30 - 12:00

The UnKnown
Trend Micro

At stole udelukkende p& Endpoint Detection and Response (EDR) er som at gé
rundt i blinde. For at beskytte din organisation effektivt, skal du kombinere EDR
med flere lag af beskyttelse mod de stadigt voksende cybertrusler.



