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Evolving Threats, Expanding Attack Surface and Complex Alerts

Challenges of a SecOps Teams
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On average, organizations have nearly 50 security tools in their environments, with some exceeding 140. – IDC Research
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$9.4M
Avg breach cost

of organizations report 

SecOps is harder than 

two years ago, citing threats, 

attack surface, 

volume/complexity1

21 Days
(if at all)

12 hrs 6 hrs 12 hrs

Average time from detection to remediation

SEC Rule

4 Days
to disclose material of a cybersecurity

incident

When Attackers Get in, They Stay Longer and Cost You 
More

52%

Time to Detect Time to Contain Time to Investigate Time to Remediate

Source: Enterprise Strategy Group, 1. ESG Research, SOC Modernization Survey, January 2025.
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Needs of Today’s Security Team

• A centralized, scalable data lake

• Enterprise-wide event collection

• Advanced detection to identify stealthy attacks

• Automation to speed response

• Rich threat intelligence feeds

• GenAI to aid analysts and streamline tasks

• Consolidated and flexible solutions for any size 

company and security team

Data Lake 

Unified SOC

Platform
Analytics, automation,

incident management
GenAI

Assistance

Threat
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Defense In Depth 

Detection
Endpoint, data, network,

cloud, attack surface

Core Security

Protections
Firewall, LAN, SASE,

ZTNA, SD-WAN
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Centralizing security and networking data to enhance visibility, orchestration, and automation

Transforming SOC Capabilities for AI-Driven Cyber Defense
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Before 

After 
Fortinet SecOps Platform

Speed the time to fully investigate and remediate incidents from 18.5 hours to an average of 10 minutes.

FortiAI

Transform 

Insights into 

Outcomes with 

the Fortinet 

Security 

Fabric

Source: Enterprise Strategy Group, ESG Research, SOC Modernization Survey, January 2025.

|  GenAI Assistant
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Accelerating Product Development & Evaluation of 
SOC technology..

FortiAP FortiNAC FortiEDR FortiSASE FortiPolicy Home Networking FortiRecon

FortiSIEM FortiInsight FortiSOAR FortiMonitor FortiDevSec DC Switch

2015 2018 2019 2020 2021 2022

FortiNDR CSPM

20242023

FortiCNAPP

Next DLP
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Platforms

Capabilities

9

• Alerting FortiGate 

Logging

• Reporting

VM

  

Appliance

• FortiGuard IoC

• Security Fabric logging & analytics

• Security Fabric reporting

• SIEM for Security Fabric

• Incident Response framework 

FAZ-BD Appliance

     

FAZ-BD VM

• FortiGuard Outbreak

• Advanced analytics for OT

• SIEM framework for 3rd-party

• SOAR framework 

• Compliance reporting framework

• FortiAnalyzer Fabric

 

PaaS

FortiAnalyzer Evolution

• Incident Analysis Workflow

• Enhanced Threat Intel

• Security Automation Content Packs

• ClickHouse support

• FortiAI Assistant 

 

Current2010 2012 2020
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FortiAnalyzer: Essential turnkey capabilities for the lean security team 

AI-Driven SecOps Platform

Unified Data Lake
Provides a single view of logs, incidents, configurations, and alerts

Native Threat Intelligence
Real-time FortiGuard Labs intelligence, including Outbreak Detection 

and Indicator of Compromise (IoC)

Built-in SOC Automation
Includes SIEM, SOAR, and XDR capabilities with pre-configured content

Embedded GenAI-Assistant
Integrates FortiAI, GenAI assistance to enhance efficiency and response

Flexible Deployments
Offers lightweight deployment options through horizontal big data scale
with appliance, VM, or cloud deployment options
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Generative AI Augmented SecOps

• Reduces Security Operations 

workload

• Simplify platform usage with natural 

language prompts

• Interpret security events, generate 

summaries, assess potential impact, 

and remediation recommendations

• Create complex database queries, 

reports, event handlers and SIEM 

detection rules

FortiAI Assistant
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Generative AI Augmented SecOps

FortiAI Proxy & Data Privacy

FortiManagerFortiAnalyzer FortiAI Proxy Generic LLM

Data Masking 

using GDPR features

RAG for Accuracy 

& Reliability
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Fortinet Hosted LLM (Agentic AI)
H2/2025

Agentic AI operates in four key stages:

1. Perception: It gathers data from the world around it.

2. Reasoning: It processes this data to understand what’s going on.

3. Action: It decides what to do based on its understanding.

4. Learning: It improves and adapts over time, learning from feedback 

and experience.
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Is this correct?
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Say Hello to your new SOC Analyst “Steve”



FortiAI
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Turnkey 24/7 Security Monitoring with FortiGuard SOCaaS 

AI-Powered Technologies FortiGuard LabsFortinet Security Experts

Average

15
Minutes MTTR

Triage Critical Alerts 

5-12
Minutes 

Acknowledge Alerts In

2.5
MinutesRapid Deployment

*Purchased as a separate FortiGate add-on SKU

Detect 

Let Fortinet monitor and investigate 

*FortiGate alerts and notifications 24/7, only 
notifying you when something is important 

and needs attention.

Respond

Fortinet security experts will notify teams in 

as little as 15 minutes and provide insights 
into what happened, why it happened, and 

what steps to take to remediate the incident.

Improve

A cloud-based portal with intuitive 

dashboards, on-demand reports, and 
quarterly meetings with Fortinet Security 

Experts allowing users to drill into incidents, 

report up the chain.
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