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Al is reshaping the
threat landscape.
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Attackers thrive on
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Vision One

Al-Powered Enterprise
Cybersecurity Platform

6| ©2025 Trend Micro Inc.

Endpoint
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How can

help you?

65% Reduction in dwell time

99-6% Fewer alerts

$1 .3M Avg. savings from risk reduction

Source: Analyzing the Economic Benefits of Trend Vision One, ESG, Jan. 2024
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security
starts here

Visibility ¢ Prioritization ¢ Mitigation

¢’ TREND¢



VISIBILITY K ? })
security o— O —0
blind spots o J; o

¢’ TREND¢



- . . ;m
) . X -
USING -
Native Telemetry

B— O E ; . .'\ .f ,.o‘,. Z. EA .".' :

. - ."§:"
Endpoints Network Cloud Email Identity Server ‘_ ..-:,_f-‘?.. . R

-

‘eane ® 000 0 0 0000 5 oo
-
-

Third-Party Sources

uE aws . ST i Wradpag B |
B aws A Azure ((;3) @tenable + PR RSN LT :-gii

;

- .. ";’liv'_b:‘ ;.'
R L ML
i
|

E o™
TREND:
10| ©2025 Trend Micro Inc. =



V

11]©2025 Trend Micro Inc.

isibility

infrastructure gaps @

Continuously O‘ DP{.O
discover known and Ae
unknown assets
Map IT

=0

—

Centralize asset
inventory and
management

Assess risk across
your digital estate




With Trend, we have been able to

[through] centralized visibility,

analysis, and a deeper understanding
of what is happening...

Head of New Technologies
European Government
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PRIORITIZATION
on what
matters most
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USING ~
Trend Cybertron powered by: .

Industry's first proactive cybersecurity Al

_Dec.ade_:s of 1000+ patents, 450+ Trend researchers
institutional documentation, and
knowledge logs 14 global threat

Context f research centers
ontext from
147B threats

3,0QO+technical blocked in 2024 20+ year industry leading
engineers bug bounty program

Vertical expertise 500k+ enterprises &
plus local data 250M+ sensors in
insights 175+ countries

90-120 days of advanced
protection before vendor patches

60% of all global public

vulnerability disclosures 0 TREND%
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Prioritization

TO

Identify which @7 Focus resources

& issues need on critical risks

attention "
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1 2

Find entry points Query potential
lateral movement paths

High-risk Server
server
ot
Server

Threat @
detected .
@ device Identity

Device
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Filter paths
to crown jewels

Critical
assets

?
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is brilliant because it
provides a single-pane-of-glass approach.
It’s refreshing — | can jump on and use
security alerts at a glance and focus on

Jack Smith, IT Manager
ROC Oil Company Limited
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MITIGATION

security into
a strategic partner
for innovation
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Mitigation

USING

contextual — ()| Riskinsights
awareness
] Predictive Automation and

M analytics Integration
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Mitigation

TO

Actively preempt
IQIGCELS

/‘ Reduce risk to
|:|H accelerate

business growth

o ]
oMo Communicate

FQ% among executive

leadership
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ANANEAN

Prevent attacks
before they happen

Optimize teams and
security investments
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Financial impact of an incident o
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Mitigation Hat

.
1 |

The Trend Vision One platform
accelerates our business because it
gives us the information we need to take
action before any threats even start.

Cybersecurity Specialist
Leading Auto Parts Manufacturer
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MITIGATION

PRIORITIZATION
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VISIBILITY MITIGATION

ELIMINATE FOCUS ELEVATE
SECURITY ON WHAT SECURITY INTO A
BLIND SPOTS MATTERS MOST STRATEGIC PARTNER

FOR INNOVATION

PRIORITIZATION
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Vision One

Proactive security
starts here
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Proactive Security
Starts Here
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Trend Vision One™
Cyber Risk Exposure
Management




Are you effecti
managing it?
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70%

of organizations
have been compromised
via an unknown, unmanaged,
or poorly managed

75% SYA

of organizations of Trend Micro
suffered at least one IR incidents start
ransomware attack with phishing
last year

7 o
[
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Legacy

[ Gen Al and Al Ops ] @ [ Rapid growth in cloud native 1

services and applications
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[ IT/OT convergence and 5G ]
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[ Massive growth in SaaS applications ]
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"Do | have complete visibility
of risks in my environment?"

"What steps should/could | take to lessen
chances of an attack?"

"How can | communicate ris
my board and internal stake

ffectively to

"How do | make the best use of
team, technology and time?"

"Are we compliant? If not, how do we
stay there?"

¢’ TREND¢
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Trend Vision One™

Cyber Risk Exposure Management (CREM)

Unified experience for better
understanding of your cyber
risk posture

Centralized visibility across
identities, devices, network,
cloud, APls, and more

Continuousrisk assessment to
prioritize and mitigate risks in
real time

Predict and neutralize threats
before they have a chance to
materialize

Optimize compliance and
security configuration with
risk-based insights
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Identity Al Data
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Threat Intelligence
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Exposure
Management
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Discover and inventory all assets

internal, external and in the cloud e e e e
Use native telemetry from Trend Micro om0 ' P
and integrate third-party tools S —
Leverage powerful risk-based l; ' I i | w ¥ e ™
vulnerability management NIy ‘|' |} |"“‘ |< X LRIRT - "

See in-depth, Al-powered asset profiles

17,907
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Correlate discovered risks to map attack 4

paths to critical assets and predict likely
exploitation using Threat Intelligence T e - .- -
Visualize attack paths to pinpoint S Yo—
choke points that could enable — 0
multiple attack vectors D . (&) @
EE a8
Deliver effective remediation strategies e . JONN. AN, ,i.é
to prevent attacks before they happen SRS S ‘
; o T —— @\
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Quickly identify high-impact risks 4

to the organization
Trend Vision One™  opwaions cassvours Q. gjokal Seare Qusavizz B & © A Bweddmov
Early threat indicators alert security ey (s e —— —
teams before an attack or breach . —
can materialize S—
| XDR detection et rq C: 2 a3 it 0
| xor e 0
. o e . | Ace i a2 a any other accoun 0
Prioritize CVEs with more context T
beyond CVSS scores I
= o
Synthesize all risk factors to deliver : ”
intelligent custom remediation guidance I
I @ )
| au
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Map compliance efforts to global 4
standards like NIST, FedRAMP, and GDPR
Overview

Automate compliance processes for Complance Summary and Anaiysts © .
a proactive approach to risk reduction Constarc sy s e

« The overall compliance shaws a total of 810 passing checks and 100 failing checks across various frameworks. + The provided information indicates that the customer has failed to comply with the requirements far ALl-2,

+ FadRAMP Rev. 5 High has a pass rata of 87% with 114 passing and 17 failing checks, whila FedRAMP Rev. 5 AU-7(1}, and AL-8(2) controls, as evidanced by the *fail' status for all three controls on the endpoint security
Moderate has a pass rata of 90% with 112 passing and 12 failing checks. laryer.
= MIST SP B0D-171, Revision 3 has a pass rate of 85%, and NIST 5P 800-53, Revision 5 High and Moderate both = To improve compliance with ALJ-2 [Event Logging), the customer should identify and document the specific aven

Generate comprehensive auditor-ready .
reports instantly, drastically reducing o e e et

Selected Frameworks and Platform ) { Endpoirt ) { Email )
manual effort Standards () I =amia
® Fass rate: B7%(114)  ® Fall rate: 13%(17) ::lu:c;zﬂuil and Collaboration .
F::%P H%??e% _ Standard Endpoint Protection [ ]
Facilitate clear risk communication, r———— e B

NIST SP B00-53, Revision & High
(Plattorm } ( Endpoint ) { Email

® Pass rate: SL6%(11B) @ Fail rate: B.E%(11)

prove due diligence, and reduce liability

How your pass rate Is calculated
View asset group pass rates

1,2 3 »
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Understand the business impact of 4
cyberthreats and prioritize response

+ 24
Trend Vision One™  cuecunve ashoosrd Q Ginhal Searr © 202502132005 @ & © A& BaVisonary Momentum innovations v ([

« @ Credits & Pay-As-You-Go | & £ Daasources | Manage Reports v

Improve decision-making with real-time

insights and situational awareness e mv.___ﬁww.?

o Y:‘;MW Momentum Inncvations
Enhance regulatory compliance with
structured, defensible risk/loss estimation

&
&

Sy

Communicate cyber risk exposure and “
security effectiveness to non-technical I l I I | I I I I I ||
il il il i

WP Datected vuineatimies

stakeholders

Attack Surface

Discovered Devices 655

Full « Manaoed by Tremc Micso acent (18] - @ Partial - dentificaticn aad activity (549)  ® Limited - Identification o activity only (2}
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Respond automatically to changes 4
in risk posture

Trend Vision One™  secuty pisybooks + Automated Response Piaybook a Quusoriizsr B @ @ A Byvenddemov &

Amm‘l"m Responsa Plbook scopwt Futlcope Sun; @D d

Configure playbooks with bespoke
response actions across multiple
security controls

Remediate with GenAl guided assistance e Tmm S T teoite
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Dynamically assess risk in real-time
and prioritize mitigation with
per-asset scores

Risk-based vulnerability management
goes beyond just discovering
vulnerabilities

Benchmark the company-wide risk
against peers of the same size, similar
industry, or same region

[

.
Trend Vision One™  Attack surtace Discovary » eric-win Q Ginkal Searc Qumsazariece B @ @ 4 Mawedcemov
< Back
& eric-win

Risk Assessment A 4 Risk G
RISK SCORE @

2 i

.

! 4 66
' ' Medum risk

RISK INDICATORS

X factor: All v Siatis New v % Add fiter (1)

Network Sansor

> @ | xordetection Netw
> @ | rhvea cerecton Tren
> B | xoRdetection d
> @ | xoraetection

— Rk score

Trand Micro Deep Discovery Inspector

B At-risk events detecied

=

vent risk level Detected 4
Modium 2025-02-12 2319:03
2025-02-12 03:36:40
2025-02-12 03:20:22
2025-02-12 03:15:49
2025-02-11 230800
2025-02-11 23.00:15

2025-02-11 22°67:30

Total: ¥6 20 per page ¥ 18
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Vulnerability exposure

* Vulnerabilities detected
* Misconfigurations

* Suspicious activity

* Suspicious data access

Security config. and control

* Security policies
implemented
* Regulatory compliance

Threat activity
* Threatdetections

from investigation
* Attack attempts

40| ©2025 Trend Micro Inc.

Likelihood of a successful attack

Reduce = | e Minimize
likelihood : : impact scope

TENIN

Impact of successful attack

Based on NIST 800-30 and NIST 800-60

Business value

Assetimportance
Impact of outage

Asset posture

Asset discovery
Assetinfluence
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Cyber Risk Exposure Management

Attack surface discovery Risk assessment Risk mitigation
( Attack surface management (ASM) ) ( Vulnerability risk management (VRM) > Automation and orchestration of mitigation
actions (SOAR capabilities)
Cyber asset attack surface ( Compliance management )
management (CAASM) Streamlined workflows with prevention
/ , \ and protection solutions from Trend
Security posture management
External attack surface * Cloud (CSPM)
management (EASM) * Identity (ISPM) ( Security Awareness )
* Data(DSPM)
* SaaS (SSPM)
* AI-SPM
* API-SPM
\_ %
/ Cloud infrastructure entitlement \
K management (CIEM) /
( Extended detection and response (XDR) ® Endpoint ¢ Cloud ® Email ® Network e Identities ® Third parties )

Risk scoring, dashboards, and reporting

¢’ TREND¢
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s?‘\s\( ASSESSMENTANDS
Co,
47 . .
Yo See everythlng, secure everythlng

Fix what matters first
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Cyber Risk
Exposure
Automate to stay ahead

Management
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&
oy
4
3
o

One solution, one risk picture
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The Forrester Wave™: Attack Surface Management Solutions, Q3, 2024

Strong
Challengers Contenders Performers Leaders

'FORRESTER
WAVE

LEADER 2024

CrowdStﬂkg 1

Trend Micro (> Palo Alto
Networks

Attack Surface Qualys ¢
Management SO'UtiOﬂS <) Axonius . ) Tenable

« JArmis

CyCognito »

Google Microsoft

« Rapid7

Forrester does not endorse any company, product,
brand, or service included in its research publications and
doesnot advise any person to select the productsor
services of any company or brand based on the ratings
included in such publications. Information is based on the
best available resources. Opinions reflect judgment at the
time and are subject to change. For more information,
read about Forrester’s objectivity here.

¢’ TREND?¢
o
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https://www.forrester.com/about-us/objectivity/

Leader

PeerSpot

Trend not only offers us

. This allows us to contextualize and
prioritize risk to take rapid remedial action and build cyber-resilience.

As a leader in our use of Al in health technology,

rather than
being forced to react to incidents.

o ZachE
& Xsolis zo

t) IREND:
(-4
o
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Proactive security
starts here

¢’ TREND¢



Proactive Security
Starts Here

© TREND?

Trend Vision One™
Al Security
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Vision One cyber Risk Exposure Management

Enterprise Cybersecurity Platform

Security Operations

D % IS

Endpoint Cloud Network Identity Al Data
Security Security Security Security Security Security Security

Threat Intelligence

Services

T E Q™
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Deepfakes and
Next-Gen Phishing
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Risks Caused by
Al Blind Spots

E

Data Privacy and
Compliance
Issues
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Al-Powered Enterprise Cybersecurity Platform

Balances your needs for

innovation with securing those

initiatives

¢’ TREND¢



Al Solution Strategy

) N R
for Security for Al
enhance your cybersecurity secure your Al journey and
efforts and transform security defend against Al-related threats
operations with Al and attacks

Al Ecosystem
Threat and Attack Intelligence

Responsible Al
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Vision One

Al-Powered Enterprise Cybersecurity
Platform

s

cyber Risk Exposure Manaqemﬁnt

Security Operations

a

Endpoint Cloud Network Identity
Security Security Security Security Security

Threat Intelligence

Services
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S

Data
Security

v

. Trend

The industry’s first

Within Trend Vision One, Trend Cybertron is a
collection of LLM models, datasets, and Al an
agent featuring a fine-tuned cybersecurity LLM.
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- Comprehensive Proactive Protection

£:3 4]

On-premise assets 5,000 employees Cloud assets

EEEI=EL WS ADPD

Data and Telemetry Collection

Endpoints Email Identities Applications Internet-facing apps Cloud assets Microservices Networks ...

= 8 8 B = = = =

How do you correlate @'eldt\éﬁnﬂlﬂgm:lmes all your data sources?
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- Comprehensive Proactive Protection

analyze risks, priofitize WRifigd data lake
predict attack paths, and provide
remediation

Detect and address @urity issues,

Fubréiabill tsss

Extzick 8bilityrediction

Erptaibs 8naltaoikiextualize Threats

Excessive Permissions

platform

BEC Atpardeesses all risk information

Sen

Ider

Mis

e

BT

AP||2 [

31
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Al Powering Trend Vision One Solutions

Trend Companion

Guard Against Al Fraud

Spot and Stop Threats Quickly

Proactively Stay Ahead of Threats

deepfake detection

¢’ TREND?¢
[
o
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Al Solution Strategy

) N R
for Security for Al
enhance your cybersecurity secure your Al journey and
efforts and transform security defend against Al-related threats
operations with Al and attacks

Al Ecosystem
Threat and Attack Intelligence

Responsible Al
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Customer Use Case —Securing Your Al Stack

‘ DEFEND AGAINST @ SAAS
ZERO-DAY . N
EXPLOITS |-=-- mﬂ
Networks IDS/IPS |
: ATTACKER
’ +
|
|
|
|
- ----o-- 000
B---B-—-—---__ === - y
' : rﬂ? +
l 1 1
| |
1 USERS 1
. ZTSA-AI : ]
SERVICE : :
| |
ACCESS L (Q(Q]% __________ 'l
‘ SECUREUSERS <« ' ZTSA-AI
AND LOCAL USERS SERVICE
Al APPLICATIONS EMPLOYEE ACCESS

Deepfake detection
and endpoint security

om
56| ©2025 Trend Micro Inc. =



Data

Models

Microservices

Infrastructure

Network

Users

SECURITY CHALLENGES

Sensitive information blind spots

Model poisoning and improper
model usage

Vulnerabilities in Al supply
chains and microservices
architecture

Security risks in Al model
deployment and resource
exhaustion attacks

Exploiting vulnerabilities in Al
infrastructure and hybrid cloud
environments

Insecure design and
mismanagement leading to
sensitive data exposure by Al

SECURITY CONTROLS

Data Security

Implement guardrails for Al API’s
request/prompt (inbound) &
responses (outbound)

Security validation on CI/CD
pipeline and implement
container controls

Infrastructure posture
management

Network Security

Al application access control
and protect local Al application
configurations

End-to-End Protection

TREND VISION ONE

Data Security posture
management

ZTSA Al Service Access

Code security
Container security

Al-SPM
API Security
Al-DR

Network IDS/IPS
TippingPoint

ZTSA Al Service Access
V1ES - Deepfake detection
Al app guard
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Data

Models

Microservices

Infrastructure

Network

Users

SECURITY CHALLENGES

Sensitive information blind spots

Model poisoning and improper
model usage

Vulnerabilities in Al supply
chains and microservices
architecture

Security risks in Al model
deployment and resource
exhaustion attacks

Exploiting vulnerabilities in Al
infrastructure and hybrid cloud
environments

Insecure design and
mismanagement leading to
sensitive data exposure by Al

SECURITY CONTROLS

Data Security

Implement guardrails for Al API’s
request/prompt (inbound) &
responses (outbound)

Security validation on CI/CD
pipeline and implement
container controls

Infrastructure posture
management

Network Security

Al application access control

and protect local Al application
configurations

End-to-End Protection

TREND VISION ONE

<>

\/

Trend Vision One

Al-Powered Enterprise
Cybersecurity Platform
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Al Standards and Policies

COALITION FOR SECURE Al

co s@

cloud
r. Y. ¥

LOM security

alliance®

@ownsr. | TOP 10 L easmve a

SOMMET
wa LACTION
s L1A

AI Alliance '3' poh Ve

WORLD

(( *Mmsc ECONOMIC
Security F RUM
\‘-\-——-’"

Conference

Business
Software
Alliance

GASA

Global Anti-Scam Allkance
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The evolution of Al in the Trend platform is unique as it calculates our
constantly changing risk profile.

NHS

tuart MacLell
South London Stuart Maclellan

CTO, South London and Maudsley NHS Foundation Trust
and Maudsley
NHS Foundation Trust
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Al Security
Trailblazers

Proactive Security
for Your Al Stacks

Trusted

Intelligence
Behind Our Al
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Vision One

Proactive security
starts here
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Trend Research

Platform Marketing
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9

Vulnerabilities

1l
Ransomware
¢
(@)
Supply
Chain
~ Threat
o Landscape
Cloud
Risks

Pivot and shift tried-and-true

67| ©2025 Trend Micro Inc.

Your
Focus

attacks in surface

@

Business

Objectives i@},

IT Environment

Your
Organization

+

Organizational
Structure

B

Compliance
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Trend
Research

BACKED BY

PASSIONATE
THREAT

EXPERTS

TAKE THE LEAD

VULNERABILITY
DISCLOSURE
AND THREAT
HUNTING

INTEGRATE

PROACTIVE
SOLUTIONS
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e

Endpoint
Security

cyber Risk Exposure Manaqement

Security Operations

S =

Cloud Network Identity Al
Security Security Security Security Security

Threat Intelligence

Services

S

Data
Security
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® @

Targeted IIGELS Cloud loT and OT Al and ML Cybercriminal Future Threat
Attacks Undergrounds Landscapes
Trend
Research
Threat intelligence Trend Micro core technology
and research for and Trend Vision One™ Public/private partnerships
consumers, businesses, Al-powered enterprise (e.g. global enforcement)
and governments cybersecurity platform
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Securing
a safer
connhected
world

¢’ TREND¢



¢’ TREND¢

INITIATIVE

OMDIA REPORT:
Trend disclosed

of vulnerabilities

Source : OMDIA Vulnerability Report
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The Trend ZDI| team recently
discovered CVE-2024-21412 and
alerted Microsoft of a Windows
Defender SmartScreen bypass
used in a zero-day attack by the
advanced persistent threat (APT)
group Water Hydra.

Windows protected your PC

Microsoh Dedencer SmartSowen pcrevertind an urvecognied app fom starting

Running this app mgre put your PC at nak

More info

This website has been reported as

: e
We recommend that you do not continue to this website. It has been
1

More information

¢’ TREND¢



Turning attack
knowledge
into powerful

. -
enterprise defense I L
{ @  Trend Vision One™  wiortench » We-002-20230627-00063 Cmxnmn A @ Breixin @
@
= — @ 8 companion " =
[@]  This incident means an application vulnerable to CVE-
2021-4&228inlhewgdjlihraywaseﬂnloiiedand. TMWﬂd!dmnWlnM
. . . 3 :"nl::i\nm was observed on the target. For BETA testing m?&mﬁxﬁ-&ﬂ:m
—> Adversarial Al allows us to identify D o . S
" . e D e
and mitigate vulnerabilities - s s s e
@ Automated responses:  View Execution Result mxm’:mmn
& additional security measures. It is also
Highlights important ta document the incident and
—> Understand how Al is weaponized | ot it S
p b . mmag e This response s generated by genesstive Al
Technique: T11%0 - Exploit Public-Facing Wou sheuld check the accuracy of the respanse
t M ® Rl :ppm::muogm Kerberos o
such as exposed containers @ | B e o
processorn Inspector
-E @ 2022-04-20 11:06:17 | View event -
{53 & (interestedip) 46.166.139.111 46166139111 ANt repty
. . ° ° . ] L @t 198.71.247.91 Type your question hare >
—> New criminal LLMs, criminal services Ly R 4

. TREND:
[
u
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2023

Silent
Sabotage:
Weaponizing
Al Models

in Exposed
Containers

77]©2025 Trend Micro Inc.

APl Security
Exposed: The
Role of API
Vulnerabilities
in Real-World
Data Breaches

2023

Outside Looking In

A Deep Dive
into the Packet
Reflection
Vulnerability
Allowing
Attackers to
Plague Private
5G Networks

Supply Chain
as Kill Chain:
Security in
the Era of
Zero Trust

2021

Identifying
Cybersecurity
Focus Areas in
Connected Cars
Based on WP.29
UNR155 Attack
Vectors and
Beyond

Modern
Ransomware’s
Double Extortion
Tactics and

How to Protect
Enterprises
Against Them
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51M

ransomware
threats blocked

Proactive security
starts here
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92%

reduction in
ransomware

By reducing risk, ransomware infection

can be

By actively hunting vulnerabilities we offer Trend Vision One
customers protection up to

patch

blocked in 2024

of a vendor

Source : Trend Reseach
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Securing
a safer
connected
world
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Cybersecurity
failures increasing

Global
threats
up by
73% 7/10 Cyber espionage
digital attack CROs expressed raalgdk;/:/ja#‘gr?n
surface spiraling intense cyber risks
2-year outlook

concern

Source : World Economic Forum
Global Risk Report
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Unmasking

operations

A cybercrime glass
tank, accessible
not only to

hackers

but also to law
enforcement.

NORTH AMERICA

A niche
underground,
boasting of wares
that are uniquely

The underground
assembly line
where automation
is the name of the
game.

TDS ; PPI

The fastest
route to
Cybercrime
Superstardom.

RUSSIA

The underground
that caters to those
on the lookout for
the taboo.

BRAZIL

JAPAN

The leader in
Cybercrime
innovation and
the Underground
prototype hub.

CHINA

¢’ TREND

Deepweb
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Operation Operation Operation
Killer Bee Cyclone Clop Chronos

Interpol. Nigeria Eco. OPEC Ransom arrest of mules Largest ransomware group
oil and gas industry (OPEC); 2019-21, 4 RFIs on in terms of impact globally,
disguise Clop TA505 group responsible for 25% of
Petroleum company; ransomware attacks in
credential theft TM Op. Quicksand Gandcrab the last year (2023-24)
ransom arrest Intel and data
sets 19 law enforcement
agenciesin 17 countries

2025 Trend Micro Inc.
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Vision One

Proactive security
starts here
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e

Endpoint
Security

cyber Risk Exposure Manaqement

Security Operations

S =

Cloud Network Identity Al
Security Security Security Security Security

Threat Intelligence

Industry leading threat
intelligence integrated
into our platform

Services
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Better prepared Confidence to Align security
for advanced, hunt threats and investments with
emerging threats pre-empt alerts business goals

¢’ TREND?
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Targeted LI GELS Cloud loTand OT Aland ML  Cybercriminal Future Threat Vulnerabilities
Attacks Undergrounds  Landscapes

Trenac
Research

T

Threatintelligence Trend Micro core technology
and research for and Trend Vision One™ Public/private partnerships
consumers, businesses, Al-powered enterprise (e.g. global enforcement)
and governments cybersecurity platform
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of bugs found Discloses

i i
500/ by internal | Over 1 ,900 | e
0 Trend ZDI : vulnerabilities disclosed : 2 5X more VU et
researchers | in 2023 | ® than its nearest rival

Discovered

60%

before a breach can occur on saved on average patches in 2023 of vulnerabilities
zero-day vulnerabilities worldwide in 2023

(disclosed by vendors mentioned in Omdia report)

Protects up to

days ahead 1 M by Trend Micro
of the industry ! customers

who applied all virtual

External

|
h I EN
16,000 | @ TREND! | @ i
[

Trend ZDI
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Have Existing Platform/Tool

Trend Micro™ Threat
Intelligence Feed

A comprehensive
repository of

|OCs, including
vulnerabilities with
enriched context
Can be imported into
third-party tools

| Threat Intelligence

Within Trend Vision One

Trend Vision One™ -
Threat Insights

Deep insights into threats,
CVEs, attackers

Standalone or with

Trend Vision One™ Cyber Risk
Exposure Management (CREM)
and/or Trend Vision One™
Security Operations (SecOps)

Trend Vision One”
Sandbox Analysis

Protection from unknown
threats
Local threat intelligence

¢’ TREND¢



ELEVATE

Deep insights on emerging threats and threat actors within reach

Get to know your adversaries; who they are, what they want, and how they plan to get it

k/voh,

TargetCompany's new variant with Mallox and Fargo ransomware extensions

Type Emerging Threat

AKA AVAST, FARGO,
MALLOX, Malla... [¥]

Overview Risk Management Guidance

Overview
Targeted countries Bolivia, Brazil, China,
France, German... [¥]

Threat Hunting Queries (2)

TargetCompany Ransomware was initially spotted in June 2021, using the affected company as its
appended extension name and mostly targets vulnerable Database servers. But earlier this year, Avast

Targeted industries Education, Energy, Cybersecurity firm was able to develop a free decryptor for the encrypted files to help victims recover their
Entertainment, ... [¥] important files. But that did not stop the Threat Actors in their bad acts and was able to improve their
Motivation Financial Gain malware and.later on d}anged their encryption. They started to employ Reflective Loading technique for its
defense evasion where it connects to an IP address to load the encrypted ransomware. The contents of the
First seen June 2022 IP address change periodically, giving a hard time for Threat Analysts to replicate the infection.
LaSt seen May 2024 PDacncth: Thonat lhintion Tanon favinnd @ Tacm bl mnna e s L T e L S B PN N [ - e
Last updated 2024-05-06 18:28:13

Intelligence Data
Intelligence Reports (25) Tactics, Techniques, and Procedures Tools (7) Malware (5) CVEs (2)
Note: You can view sweeping results for these reports in Intelligence Report.
Report name
[Ransomware New Infections] TargetCompany Ransomware Recurring Infection in JP due to vulnerable SQL

Mallox ranomware affiliate leverages PureCrypter in MS-5QL exploitation campaigns

[Ransomware New Infections] TargetCompany Ransomware New Variant (.rmallox) Ransomware Incident

Indicators (341)

Source
Trend Micro
Security vendors

Trend Micro

Associated Threat Actors (1)

Last updated 4
2024-05-18 12:26:04
2024-05-15 22:25:31

2024-05-11 11:26:23

@ TREND:



See Threats Coming from Miles Away

* Filter emerging threats and actors in your region and industry

* Take actions ahead of upcoming threats

Emerging Threats Threat Actors

Last updated: Any time v ] l Matched result: All v Targeted countries: United Sta... (2) » Targeted industries: Insur... (1) »~ E

Threat

Iranian hackers pose as journalists to push backdoor

CoralRaider attacks use CDN cache to push info-steal

Agenda Ransomware attack deployed using CobaltSt

Agenda Ransomware Propagates to vCenters and ES.

RAWorld Ransomware's Multistage Attack Leveraging

Lilith Ransomware Discreetly Attacks Organizations a

S

&

/// )




Enrich XDR Alert Investigation

Enhance XDR workbench alerts with detailed threat intelligence

Know the "who, why and how" behind the attack

Type: Cybercrime AKA: AlphaV, AlphaViM, ALPHV
Campaign Overview:

[ew Threat 2024-08-12

BlackCat Rans...

.

» BlackCat Ransomware (aka AlphaVM, AlphaV, or ALPHV) was first observed in mid-November 2021 by

ers from the k

HunterTeam....

Emerging Threats  Threat Actors

Last updated: Any fi.. | | Matehed result: All ~ | | Typa: All ~ | | Targeted countrias: All ~ | | Targeted industries: All ~ | | Cl, Search
Thraat actor Status  AKA
- o  BlackCat Ransomware Active AlphaV, AlphaVM, ALPHY
Warkbanch ID rt nama —
WB-10797-20240301-00003 argated Attack] Tep malicious I0C found in company possibly attacked by BlackCat - 2024-02-29
AT Active  APT-C-23, Desert Falcon T ——
= BlackCat Ransomware
Type. Cybarcrime Ovarview
AKA ALPHY, Alphav, Alphavh
Targeted countries Australia, Canada, France, Germany, Hong Kong, India, Indonesia, ltaly, Japan, Campaign Overview:
Netherlands, Philippinas, Singapore, Spain, Thalland, United Kingdom of Great Bri... (5]
+ BlackCat Ransomwara (aka AlphaVM, AlphaV, or ALPHV) was first 2021 by the Faam.
Targeted industries. Education, Energy, Financial Services, sisure, . being the first major p— i
Insurance, Retall, Service, Utilities. - sinca It first came out in 2021, BlackCat has victimized organizations from a variaty of industries that include retail,

Motivation Financial Gain attacks have been globally, count, followsd by soma In Europe and Asia-Pacific.
First sean November 2021 Linked Groups:
=D e 2024 s advisory April 18, 2022, launderers for vit
Last updated 2023-02-17 13:63:33 Shne b mion Bt i n Al et o At A i Rirm A shn Finn ririm s
Intelligence Data

Intelligance Reports (67)  Tactics, Tachniques, and Procedures  Tools (13)  Malwara (4)  CVEs (4)  Indicators (194)
Note: You can view sweaping results for these reports in Intelligence Report.

Report name Source Last updated +

Straamer to ALPHV. Sacurity vendors. 2024-06-12 02:26:38

[Targsted Attack] Top malicious IOC found in company possibly attacksd by BlackCat - 2024-05-23

2024-05-22 17:26:12




Unlock Vulnerabilities Intelligence

* Fueled by Trend Zero Day Initiative

* Quickly search CVEs to see details, exploit actors, targets, and required actions

Emerging Threats  Threat Actors

Last updated: Any ti... ~ H Matched result: All ~ H Targeted countries: All v l l Targeted industries: All v Q, CVE-2021-44.. X { Reset
Threat Targeted countries Targeted industries Impact scope
Karakurt - Communications, Energy, Hea.. 5 0 [J 0 @ (

Intelligence Data

Intelligence Reports (0) Tactics, Techniques, and Procedures  Tools (4) Malware (3) CVEs (1) Indicators (0) Associated Threat Actors (0)

CVE ID
CVEID 7 Description VSSv3.0 CVSSv2.0 OS/Apg
CVE-2021-44228 Apache Log4j2 2.0-beta9 through 2.15.0 (excluding security releases 2.12.2, 2.12.3, and 2.3.1) JNDI features used in 0 9.3 emergen

configuration, log messages, and parameters do not protect against attacker controlled LDAP and other JNDI related
endpoints. An attacker who can control log messages or log message parameters can execute arbitrary code loaded
from LDAP servers when message lookup substitution is enabled. From log4j 2.15.0, this behavior has been disabled by
default. From version 2.16.0 (along with 2.12.2, 2.12.3, and 2.3.1), this functionality has been completely removed.
Note that this vulnerability is specific to logdj-core and does not affect log4net, log4cxx, or other Apache Logging
Services projects.




Elevate Cyber Risk Exposure Management

* Deep context on vulnerabilities in your environment

* Enables faster, more proactive decisions

E CVE-2021-44228

Basic  Devices Threat Intelligence

I Status: New v I [ Q, Device l-

] Device name Operating system IP address —

[0 B rs-win10-wrko1 Windows 10 10.0 (Build 19041) 10.44.52.101

[0 B rs-appo3 Windows Server 2016 10.0 (Build 14393) 10.44.52.4

Basic  Devices  Threat Intelligence

ASSOCIATED EMERGING THREATS

Report name

Karakurt

ASSOCIATED THREAT ACTORS

Threat actor Status AKA

Kimsuky Active Black Banshee, Earth Kumiho, Kims...

Earth Smilodon Active APT 27, BRONZE UNION, Budworm, ...

Water Goblin Active Conti
‘/" 4 i




PROACTIVE SECURITY STARTS BY

Faster decisions
Lower risk exposure
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| can bring IOCs

and search across my organization.
| used to spend up to a week just

to answer the question of

Executive director,
Large university in USA

99| ©2025 Trend Micro Inc.
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Proactive security
starts here
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Proactive Security
Starts Here

© TREND?

Trend Vision One™
Security Operations
(SecOps)
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Overwhelmed SOC teams experience

O O Ps

O O Firewall O VN ,
O Avg. number of Overlapping solutions

O tools in SOC*
O O SIEM Data lake and cost
O - O proliferation
O-© | Siloed data
O EPP
O s O Takes time to correlate
N o Lok Challenging to measure
' dala Lakes .
O 4 O (o @ with duplicated effectiveness
O i - security telemetry \\ /

Migration O Email O O
O

O O O O RBAC

Alert fatigue

¢’ TREND¢
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Create/download Initialaccess
______ > - o == = - _>

C:\Windows\System32\... Infected file Diego’s laptop

T
o
=

104 | ©2025 Trend Micro Inc.



Endpoint Detection and Response

Detect that Diego’s machine has been compromised

Detect the attacker’s lateral movement to other assets, even

ones without an EDR agentinstalled \ ]
e(\\ 7/
&6; s
@\6\0, Unmanaged device
e p
\?‘,
’
'_} 7
5 C—rea-tf/d-own-lozf> Initialaccess S < 7 Lateral movement__
N
= N
N
Y, . ,
C:\Windows\System32\... Infected file Diego’s laptop N, Michelle’s desktop
Q
Ny rzm==--
N ) — I
\A|>' —————— 1
sy |
|
e e e -

Virtual machine

¢’ TREND?
o
o
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——————— Lateral movement =

Network Detection and Response % >@_ (T T}» e

Unmanaged assets

Not all assets have an agent installed

Detect the attacker’s movements between unmanaged 1
assets, and their C&C communication e [ ]
X
&6\6(\/
@\6‘0, 7 Unmanaged device
A4
2,
P4
7
N C_reaf/d-own-lozf> Initial access > | (l Lateralmovem_e_nt_
N\
| — N\
N G
000’ N Michelle’s deskt
C:\Windows\System32\... Infected file Diego’s laptop N (’bob Ichetle’s desktop
)
N rzm==--,
N e
N Fr—————-= 1
_{l S——
s |

Virtual machine

106 | ©2024 Trend Micro Inc.
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——————— Lateral movement == == == == =3

Cloud Detection and Response % >@_{|—|} 5 e

Unmanaged assets

Attacker gets access to AWS credentials saved on the

machine (AWS credential discovery) 1
Attacker uses rolled back policy to generate access key \ ]
7
466@&/
@\6\0, s Unmanaged device
P
\?‘,
7
7
5 C-rea-tf/d-own-lozf> Initialaccess > | < 7 Lateral movement__
N\
< N\
N G
600’ N & Michelle’s deskt
C:\Windows\System32\... Infected file Diego’s laptop N (”70,/ ichetie’s desktop

Remote control

! L — . .
Privilege /\— Pivot to cloud Virtual machine
escalation On-prem server

Rollback policy (credential discovery)

t) TREND:
o
=

107 | ©2025 Trend Micro Inc. =
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——————— Lateral movement == o= o= o= —>

Identity Threat Detection and Response % >@_{|—|} B

Unmanaged assets

Detect whether a user has been compromised

Without ITDR, we have no way of knowing that a high-profile 1
user like Diego was compromised until it’s too late... \ ]
7

<\’\.
<7 -

Asset Criticality:

Create/download Initialaccess 7 Job level: C-Suite
______ > _—_—— = - =D é -
N\

— Account privilege: High
C:\Windows\System32\... Infected file Diego’s laptop
A Daily engagement: Frequent activity

Emailreceiving volume: Huge

Virtual machine

Diego, CFO © TREND?
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Email Detection and Response

Sent Initialaccess
juand7716@gmail.com RE: Customer Reports 2024
Create/download Initialaccess
------ > _—————=3
C:\Windows\System32\... Infected file

The initial infiltration was from a 3" party
webmail with a malicious payload attached

109 | ©2025 Trend Micro Inc.

——————— Lateral movement == o= o= o= —>

Unmanaged assets

Diego’s account 1
/7
' & 7 l J
| &«f 7
| 2 Unmanaged device
[ ,b’@d\ 7
v hie
/7
/7
| 4 Lateral movement
"I --------
N
| —— N\
N G
\ e, . :
Diego’s laptop N, Michelle’s desktop
N O
'A‘ \ /)7@/7 ’ ——————
| N\ ]
N\ | [
N === )
|

Virtual machine

| -\.;__
(Q =

Diego, CFO © TREND?



Data Detection and Response

Gain visibility, context, and response to sensitive data as it
moves throughout the environment

CustList ods Even if the datais somehow compromised, give SOC the tools
ustList.p needed to find how it was exfiltrated and what it was before

5

Recipes.pdf Recipes.zip USB Storage
Renamed > | Transformed | Copied
\ Copled ------ >
o \ Jorge’s desktop =)
%, N : Criticality:
%o N\ >
\ o
D Data Context: Pll, PCI, Credit Cards

Sensitivity Level: High

File Activity: Frequent activity

Jennifer’s desktop Subj: Gam Gams Recipes
Email: jorgeg@gmail.com

Exfiltration Risk: High

REND:
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——————— Lateral movement =

Extended Detection and Response (XDR) % >@_>[|—|]. 5

Unmanaged assets
Sent Initialaccess g
juand7716@gmail.com RE: Customer Reports 2024 Diego’s account
7
| & 7 l J
| 2 Unmanaged device
| \/'b‘d\ 7
\'% P s
'_1 7
B C—rea-tf/d-own-lozf> Initialaccess S < 7 Lateral movement__
N
- N
R
o N & Michelle’s deskt
C:\Windows\System32\... Infected file Diego’s laptop~ o N, ichelie’s deskiop
S
I N\ N S /26/71‘ r—====== 1
Remote control | \ > N '} ______ |
| A 4 !
—_— ] AWS CLI - ————— ) @ |
— === == , €= == —- g p— I S———-
Privilege /\— Pivottocloud m Virtual machine
escalation On-prem server
Create accesske ial di
Y Rollback policy (credential discovery) Diego, CFO

111 | ©2025 Trend Micro Inc.
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————— Lateral movement == e= = «=>

Security Operations (SecOps)
T2 (R [
{ J_ Csent ‘\/]— nitataccess Unmanaged assets R

juand7716@gmail.com RE: Customer Reports 2024 Diego’s account ,7[ }
I ’
| &«\"9\/
| @\@0, s Unmanaged device
\ 39,7
Create/downloz§ Initial access § 7/ /Lateral movement J
A <,
N
\6"@,&/ —_—
C:\Windows\System32\... Infected Diego’s laptaw . > oy Michelle’s desktop
file [ N Nl pmmm--- .
Remote | N N o=
control “l 2\ — :
>.————
— ] /\' AWSCLI  p======— \ @ p——
—Q €-~--—- p €= === ——==l0 N
Privilege k' Pivot to cloud ( ) Virtual machine
escalation On-prem server
Eereate access Rollback (credential discovery)  Diego, CFO
y policy

™
112 | ©2025 Trend Micro Inc. U



Trend Micro
Native Sensors

Endpoint

Email and Collaboration
Network

Cloud

Identity

Data

Trend Micro Native Telemetry

Data Collection

==RTINET

[ ]
SONICWALL L)

CHECK POINT

ll Barracuda [y FORCEPOINT

| ven|ne Qe
@ CISCO. ¥ okta

Network / Identity / Application Logs

Service Gateway
(SaaS/On-premises)

AWS Amazon AWS Amazon  Amazon
CloudTrail  VPC Lambda EKS S3

BB & <« ©

Amazon AWS Azure Azure Google
Routeb3 WAF Activity Virtual Cloud
Logs Network Audit Logs

Cloud Activity Data

Management

Data Lake | Al-Powered Data Ingestion and Analysis

Data Cleaning

Data Transformation

*SIEM is in Private Preview. GA is scheduled for end of June.

Cloud Account

2% Microsoft

EANA)
A Azure

f;zscaler " € Google Cloud

&ROWDSTRIKE

% netskope

Third-Party Security Logs

Data Integration

¢’ TREND¢
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Trend Vision One
Security Operations
(SecOps)

powered with [ Threat Intelligence \][ Native Sensors \][ Global Research }gé[Third-PartyTelemetn%g

The first AI-SIEM that thinks in language — not just logs

115 | ©2025 Trend Micro Inc.

Built for the future

Modern technology at a lower cost, designed
for the new digital age.

Trend’s LLM Advantage

Treat your schema like a language, using Al
to understand the intent behind the data.

Unmatched XDR foundation

The first AlI-SIEM built on award-winning
native sensors, filling in the gaps a SIEM
cannot cover.

Effortless Threat Hunting

Cut the manualwork — let Trend Companion take
you on an Al-driven threat hunting journey,
delivering actionable insights at every step of the
way.

¢’ TREND¢
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Workbench Insights All Alerts Ju My Cases [¥] Security Playbooks
Last updated: All v Created: Last 30 days v Alerts: All v Case status: All v Se = [
Score (B) Insight Impact scope Case Attack phase Last updated Created
IC-31023-20250116-00000 Alerts: 39 O &5 mM@E2 T ] 2025-01-16 15:54:04 2025-01-16 15:35:40
100 Detection avoidance by Data Encrypted for Impact Initial Access, Execution, Persistence, Privilege Alert moved by v1 Admin9
Escalation, Defense Evasion, Credential Access,
Discovery. Command and Control, Impact
IC-31023-20250117-00000 Alerts: 7 Sai . —e—e . o o 2025-01-17 18:42:52 2025-01-17 17:15:07
75 Environment probing(Transfer Data to Cloud Account) has been Initial Access, Persistence, Privilege Escalation, New alert correlated
detected Defense Evasion, Discovery, Collection,
Exfiltration
IC-31023-20250108-00000 Alerts: 34 Sai *——e0o . 2025-01-22 06:39:55 2025-01-08 08:07:30
70 Environment probing(Cloud Service Discovery) has been Initial Access, Execution, Persistence, Privilege New alert correlated
detected Escalation, Defense Evasion, Discovery
IC-31023-20250104-00000 Alerts: 11 1 &3 @EnN . e e 2025-01-16 15:51:32 2025-01-04 02:27:50
70 Internal information gathering (Valid Accounts) which lead by Initial Access, Persistence, Privilege Escalation, Alert removed by v1 Admin9
Initial Access Defense Evasion, Collection
1C-31023-20250112-00000 Alerts: 6 I;l 2 2025-01-12 17:14:54 2025-01-12 17:06:53
60 Incident (6 alert(s)) Mew alert correlated
1C-31023-20241229-00000 Alerts: 6 i ] 2024-12-29 17:17:08 2024-12-29 17:07:51
60 Incident (6 alert(s)) Mew alert correlated
WB-31023-20250118-00000 02 &1 m@E1 O U - 2025-01-18 02:31:18 2025-01-18 02:31:18
59 Suspicious Mailbox Rule Forwards All Email to an Initial Access, Persistence, Privilege Escalation,
Untrusted External Location Defense Evasion, Collection
WE-31023-20250122-00001 Sk T 2025-01-22 02:08:49 2025-01-22 02:08:49
50 AWS IAM Attaching FullAccess Managed Policy to AWS Privilege Escalation, Defense Evasion
Account
1C-31023-20250110-00000 Alerts: 2 11 2025-01-10 19:59:57 2025-01-10 19:56:51
50 Incident (2 alert(s)) Mew alert correlated
WE-31023-20250122-00003 ] - 2025-01-22 04:33:02 2025-01-22 04:33:02
36 [Heuristic Attribute] Possible Remote Services Behavior Lateral Movement
\ WB-31023-20250117-00002 L1 &1 2025-01-17 00:34:27 2025-01-17 00:34:27
30 Suspicious PowerShell Commands via AMSI
Total: 13 50 per page ~ 1 /1



‘ Last updated: All ~ ‘ | Created: Last 30 days ~ ‘ | Alerts: All ~ ‘ | Case status: All ~ | ‘ Q, Search
Score (3) Insight Impact scope Case Attack phase
IC-31023-20250116-00000 Alerts: 39 O &5 M2 gees e e e e
Detection avoidance by Data Encrypted for Impact Initial Access, Execution, Persistence, Privilege
Escalation, Defense Evasion, Credential Access,
Discovery. Command and Control, Impact
IC-31023-20250117-00000 Alerts: 7 S 1 ST
Environment probing(Transfer Data to Cloud Account) has been Initial Access, Persistence, Privilege Escalation,
detected Defense Evasion, Discovery, Collection,
Exfiltration
IC-31023-20250108-00000 Alerts: 34 Se 1 * o000+ 9+

&)
\@

Environment probing(Cloud Service Discovery) has been

detected

=

0

orkb

- e

Initial Access, Execution, Persistence, Privilege
Escalation, Defense Evasion, Discovery

Last updated

2025-01-16 15:54:04

Alert moved by v1 Admin9

2025-01-17 18:42:52
Mew alert correlated

2025-01-22 06:39:55
Mew alert correlated

- . .

Created

2025-01-16 15:35:4

2025-01-17 17:15(

2025-01-08 08:07:2

ench gives yau a single, prioritized view of allalerts —«
So, you know exactly where to start



=

)

.‘
gﬂ] )

pe

o R

iy )
op
ol

i

¢? Trend Vision One™ x +

23 portal-xdr.visionone.trendmicre.comfindex.html#/workbench?ailnsightids=IC-32881-20250127-00000&ailnvestigationResult=1&ref=ddca0a8d886886518b27dfdc1767a7f2f1dc0cE5 T £ Incognite

Trend Vision One™ | workbench

Workbench Insights All Alel

Last updated: All ~ Created: All v Alerts: All
-"g} Al-suggested priority insights *
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Al Companion guides you
through investigations, for
smarter decisions, and
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Attack phase Data source | processor Last updated Created
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Summarize the workbench Insight

) Important: Al-powered investigation is a "Pre-release” feature.

Insight Summary

A potential data encryption attack was detected, likely involving command and scripting techniques.
The adversary attempted to use remote services and download suspicious PowerShell commands,
indicating possible malware infection. Multiple systems were impacted, including servers and domain
controllers, suggesting a widespread threat that requires immediate investigation and mitigation
across the network.

The Companion assessment is critical severity.

= Adversary executed command and scripting interpreter leading to data encryption, indicating a
severe ransomware attack in progress.

* Multiple critical systems compromised including domain controller and file server, suggesting
widespread infrastructure impact.

= Evidence of lateral movement and remote service exploitation, demonstrating sophisticated [
attack technigues and potential for further spread.
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Forensics automates evidence collection,
assess risk, so you can jumpstart your
investigations
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Automated playbooks— so you can work less,
respond faster, and stop more threats.

= Start

- Start

% Trigger o o
Automatic or manual (executed from
Workbench)
& Tngger o &
Manual

[ Target

Workbench alert
+ See Al

+ Lele

@ Target

Endpoints (0}
+ Target IP a 10.0.1C
» Operating All
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Automated playbooks— so you can work less,
respond faster, and stop more threats.
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executed from

o

[ Target

Workbench alert
« Severity: All
+ Selected models: 3

Target
@ Targ

Endpoints (0}
+ Target IP address: 10.0.10.11
» Dperating system: All

o <

Maore

o £

THEN

THEN

[E] Action

Run custom scr

PaperiCu
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Automated playbooks— so you can work less,
respond faster, and stop more threats.

+ THEN [=] Action o & + THEN

Workbench alert
« Emails: Quarantine emails
+ Files: Collect files

+ THEN [E] Action m & —+ — THEN [E] Action

Run custom scnpt Send email not
« File type: PowerShell Scnpt (ps1)
+ File: PaperCut Upgrade.ps1
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Automated playbooks— so you can work less,
respond faster, and stop more threats.

o £

+ THEN =) Action o

Send email notification of results
+ Recipients: andy.trendlab@gmail.com

THEN [El Action o &

Send email notification of results
» Recipients: andy.trendlab@gmail.com
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Cut through the noise and empower
your SecOps to focus on what matters
most —

¢’ TREND¢



© TREND?

Vision One cyber Risk Exposure Managemeng

Al-Powered Enterprise
Cybersecurity Platform

* W B

Network Identity Al Data
Security Security Security Security Security Security

i

Endpoint
Security

Threat Intelligence

Services

&
=

125 | ©2025 Trend Micro Inc.

o™



Magic Quadrant™ for Endpoint Magic Quadrant™ for Email
Protection Platforms (EPP) Security Platforms (ESP)

Thesegraphics were published by Gartner, Inc. as part
of larger research documents and should be evaluated
in the context of the entire documents. The Gartner
documents are available upon request from Trend Micro.

Gartner does not endorse anyvendor, product or service i ;“

depicted in its research publications and does not advise 5 2

technology users to select only those vendors with the f;; &

highestratings or other designation. Gartner research ‘; E:

publications consistof the opinions of Gartner's research - 5

organization and should notbe construed as statements of E E

fact. Gartner disclaims all warranties, expressed or implied, < As of October 2024 Gartner, Inc
withrespect to thisresearch, including any warranties of » LETENESS OF VISION As of July 2024 Gart Inc

merchantability orfitness for a particular purpose. Gartner

Gartner,

GARTNER is a registered trademark and service mark

of Gartner, Inc. and/or its affiliates in the U.S. and

internationally, and MAGIC QUADRANT is aregistered

trademark of Gartner, Inc. and/or its affiliates and are Gartner, Magic Quadrant for Endpoint Protection Platforms, Gartner, Magic Quadrant for Email Security Platforms,
used herein with permission. All rights reserved. Evgeny Mirolyubov, Franz Hinner, etal., 23 September 2024 Max Taggett, Nikul Patel, etal., 16 December 2024
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Challengers

The Forrester Wave  is copyrighted

by Forrester Research, Inc. Forrester
and ForresterWave are trademarks of
Forrester Research, Inc. The Forrester
Wave is a graphical representation

of Forrester's callon a marketand is
plotted using a detailed spreadsheet
withexposed scores, weightings, and
comments. Forrester does notendorse
any vendor, product, or service depicted
in the Forrester Wave. Information
isbased onbestavailable resources.
Opinions reflect judgment atthe time
and are subject to change.
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The Forrester Wave":

Endpoint Security
Q4, 2023

Strong
Contenders Performers

"+ SontingOne

Leaders

The Forrester Wave™: Network
Analysis And Visibility
Q2, 2023

Strang
Challengers Contenders Performers

Avista Metworks | -

Sur
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Wave: The Forrester Wave™: Network The Forrester Wave™: Attack
Security Analysis And Visibility Surface Management Solutions
3 Q2, 2023 Q3, 2024

Strong
Leaders Challengers Contenders Challengers Contenders
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100%

analytic coverage
for all major steps (16/16)

100%

analytic coverage in server
platform (Windows/Linux)
for all sub-steps
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100%

analytic coverage in Linux
and macQOS for all sub-steps

99%

analytic coverage
for all sub-steps (79/80)

= | Elaitctons
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The Trend Vision One platform afforded us the
opportunity to

and allowed our cyber security team to

without the need to cross
borders between the different IT organizations.

Samer Mansour

- Vice President, CISO
anasonlc Panasonic North America
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Vision One cyber Risk Exposure Management

Al-Powered Enterprise
Cybersecurity Platform

Security Operations

=

Network Identity Al
Security Security Security Security Security

Endpoint
Security

Threat Intelligence

—> Detect the
unknown, protect
the unmanaged

Services
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o Prevention

EXPOSUre Multilayered: Endpoint,
wanageMmep, o Network, Cloud Workloads,
@ Vishiltyinto A and Email

network traffic and
unmanaged devices

Fill the attack gaps
that others miss

Intrusion Trend Vision One”
Assess and prioritize
risks andenhance
security posture

Prevention

¢’ TREND¢
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Trend Vision One” Network Detection and Response
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and Response Detection and Response
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Accelerating protection

Trend Vision One

Zero Day Threats
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Inline Network Detection and Response

Transport Layer Security (TLS)

Inbound and outbound
TLS decryption

Automated ACME
certificate management

Support advanced
cipher suites

(Advanced Encryption
Standard, Rivest Cipher 4,

Data Encryption Standard,
Triple Data Encryption Standard)

Automated Certificate Management Environment

1 =2

Certificate Authority

b3

Intrusion
Prevention System

Internet

trendmicro.com
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%—> ->|'| | |—> _%
-1 Complete Visibility @ —
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7
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o“e(s 7
@@j\’ Unmanaged device - 10.0.1.6
Create/download Initialaccess \’(b/
——————————— 7
\ J g
< 7 Lateral movement
N\
C:\Windows\System32\...  001335A27A44F1B368B99896... Diego’s desktop Mo
S
N :%’/7;
o, Oe:3c:a2:00:cc:5d
\@2@%
N pmi—
. [ —
View the full threat scope N T !
[ —
|
. »o————
Correlating data from NDR to detect unusual network [ —
traffic and EDR to determine if it’s linked to malicious UMLDEO

activity on an endpoint
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Streamline operations with Network Detection and Response

oy "
©  Trend Vision One™  workbench » WB-16666-20211210-00007 » Network Analytics Report Ouum0026 A @ BMVonesev &
:9) - Q4 42 (S S S Expot A

Cross-layer XDR detection D | O e s O e o

wites were detected on HTTP HTTPS SMB

a nd correlation | command ang Controt (CC) activtes were detected tom 10501123 10501133 '1050.1.143 10.60.1160 to (1044270240 (104935106 1366252127 136023072 162343238 2060130186 more..
>
)

I Lateral movement activites were detected from 10.50.1.123 1050.1.133 10.50.1.160 to 10.50.1.133 10.50.1.160

Network layer analytics report . wram— p—

@ 10.50.1.123 [N Hinference...24———@ Indicators of Compromise =
Leveraging Threat Intelligence “ I* =N I S :

— WP Risk level @ Medium
for10Cs S »
)

) C&C Calback. Leteral Movement
[DDDNA] Suspicious Object Retroscan

& Rl triggered (1)
— wrme . JRL category
internal hosts (3 10.50.1.123
H 8212896——— @ 10.50.1.133
: 10.50.1.160

Threat investigation/hunting

Remediation and
investigation actions
(manual/auto playbook)

¢’ TREND¢
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Automate, respond, and improve overall security posture

Through XDR:

Investigate incidents
Set up and run playbooks

Automatically detect and
respond to risky events

Enforce remediation action
in real-time

o™
142 | ©2025 Trend Micro Inc. =



Gain insights with Network Detection and Response

e ~ \

% Trend Vision One™  acack surface Discovery + tplab-dstorman © 2024-08-29 2009 @ 0 A ™ B TippingPoint| M
[Ej < Back
= 2 tplab

(& Risk Assessment  Asset Risk Graph  Cloud App Activity  Local Apps ™™™  Users  Asset Profile

Proactively identify threats RSKSCORE ©

® Account compromise

@ Vulnerabilities

® Activity and behaviors 3 ,ﬁ
|
80 ® Cloud app activity 2 & |
h risk
Now

@ System configuration

@ XDR detection
® Threat detection — Risk score At-risk events detected

® Security configuration

Unmanaged device discovery

RISK INDICATORS

isk factor: All v Status: New v Y. Add filter (1) ® e

Risk assessment of the network

TOIRED BTG

Event risk levek: High X X Reset

i1

Risk factor Risk event Jata s Event risk level Detected +

> & | vulnerabilities Application Vulnerability Identified on Device ( Endpoint Sensor 2024-08-27

= | Vulnerabilities Application Vulnerability Identified on Device Endpoint Sens 2024-08-27
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Identify unmanaged assets with Network Detection and Response

Enriched by Cyber Risk Exposure Management

145 | ©2025 Trend Micro Inc.

-

_ S
All discovered devices N BEVICE OVERVIEW
18242 [

75k
Devices can be assessed for risk 9
11378 ot =
Devices with managed agents

5 28k

358

Use the filter (Y) to modiy the device Now o an b
detected period. For unmanaged devices,

only devices detected in the last 30 days

can be shown.

DEVICE LIST (18242) @

Q Device name or last user % Add filter
[]  Device name Asset risk score + Custom tags
[ Swman337nhwei9texampledemo 59 99 4
[  ebodiméabcdgbaexampledemo [k 99 4
[[]  sase-Adele-Vance (5] 95 0
[[]  sase-Grady-Archie 95 0
[]  IprbmajibdzibSorexample.demo 91 4

May Jary sul

Assets marked with % are highly critical to your organization's operations. Assets marked with @ are the assets that can be connected from the internet.

Operating system
Microsoft Windows Server ...
Linux Kernel 26.32-431.¢l6...
Windows 10 Version 20H2 f...
MacOs 100

Cisco NX-0S Version 5.003)...

7 —

IP address

8171.175.137

42556090

192.1680.0

192.1680.1

4.203.187.154

Endpoint Sensor

Network Sensor

“Trend Micro Deep Discovery Inspector
Standard Endpoint Protection

Trend Micro Apex One as a Service

Trend Micro Apex One On-premises

Workgroup Adele Va...

Default Grady Arc...

Highly exploitable CVEs

2417

436

20




¢’ TREND¢

5 Trend Micro Inc.

INITIATIVE

B Trend Micro
B Cisco
B Google

B Microsoft

B Fortinet

I McAfee
Check Point
US CERT/CC
PAN

OMDIA

OMDIA REPORT:

Public
vulnerability
disclosure
market

A leader every year since 2007 —
disclosed than
anyone else

Source: Quantifying the Public Vulnerability Market, Omdia, June 2024
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Trend Vision One”

Network Detection
and Response

~ Detect the unknown,
protect the unmanaged

-~ Leave nothing uncovered with
Network Detection and Response
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Customer success

More than 24,000 employees — Inline NDR with mature SOC

Before

IT silos

No business process
for vulnerabilities

Monthly patch
management
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Vulnerability © oualys. RAPIDI?

Management

Partners

Trend Vision One %

XDR for Networks

( Jtenat DN

Threat Intelligence

Security
Playbooks

Case (ticket) . j Customer
Management » Patching :-D _ Endpoint

Partner

service

Case (ticket) Vi l
Management pm——dll3L__q TippingPoint

Partner Patching

After

Instant risk reduction

Visibility into known
and unknown threats

Optimized operations

Unified security tools
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Seeing the complete picture — from servers, cloud,
email, network to endpoints —is crucial to
maintaining a healthy network.

i

DEKALB COUNTY Dekalb County School District

SCHOOLS USA
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Market Recognition

Challengers

Forrester does notendorse any
company, product, brand, orservice
included in its research publications and
does not advise any person to selectthe
products or services of any company or
brand based on the ratings included in
such publications. Information is based
on thebestavailable resources.
Opinions reflect judgment atthe time
and are subject to change. For more
information, read about Forrester’s
objectivity here .

The Forrester Wave":

Endpoint Security
Q4, 2023

Strong
Contenders Performers Leaders

Falo Atto

Bt_-:ler'ender—l

"+ SontingOne

The Forrester Wave™: Attack
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Challengers Contenders e Leaders

CrowdStiike -

Trend Mic Palo Alto

Metwaorks




¢’ TREND¢

Vision One

Proactive security
starts here
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