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Threats aren’t slowing down. 
Attackers use AI to move faster, smarter

Defenders 
need 

AI that 
can do 

even more 
for them

67% of all phishing attacks utilized some form of AI 1

66 data security alerts faced by organizations per 
day, up from 52 in 2023 2

73%
of cybersecurity experts admit they have missed, 
ignored, or failed to respond to high-priority 
security alerts 3



AI allows for a paradigm shift

Exponential gains in human expertise and efficiency to defend at machine speed and scale 
R e a ct iv eReactive Proactive

R e a ct iv eSiloed Integrated

R e a ct iv eStatic Dynamic

R e a ct iv eManual Automated



A generative AI-powered assistant for daily operations in security and IT 
that empowers teams to protect at the speed and scale of AI 

Security Copilot is built to solve these challenges

Security and 
IT teams
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Third-party solutions

Integrated threat intelligence

Microsoft 
Security 
Copilot

for many use cases like:

Building 
and reverse 
engineering 

scripts

Security 
investigation 

and remediation

Risk exploration 
and posture 

management

Troubleshooting 
IT issues

Policy 
creation and 
management
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Security operations

Enhance security and IT operations
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Beyond the SOC

Get executive 
summary 

and detailed 
reporting

CISO

Accelerate 
investigation 

and remediation

Proactive data 
security posture 

management

Risk 
investigation

Lifecycle 
workflow 

management

Sign-in and 
risky user 

exploration

SOC 
analyst

Enrich analysis 
with unified TI

Threat intelligence 
(TI) analyst

Data security 
admin

IT 
admin

Identity 
admin

Reverse engineer 
malicious scripts

Discover 
protection gaps 
and streamline 

controls

Accelerate IT 
troubleshooting

Accelerate 
threat hunting

Autonomous AI agents to automate tasks across your security and IT teams 



Security Copilot enhancements 

Embedded
Offers the intuitive experience of getting 

Copilot guidance natively within the 
products that your team members already 

work from and are familiar with

Standalone
Helps teams gain a broader context

to troubleshoot and remediate incidents 
faster within Copilot itself, with many 

use cases in one place, enabling 
enriched cross-product guidance

Security Copilot platform

Automation and agents
Helps teams accelerate 

response with built-in agents and 
custom promptbooks as well 

as integration with Logic Apps



Agentic AITraditional automation

Agents go further than traditional automation

Rigid

Static

Manual updates

Pre-defined

Easily broken

Adaptive

Dynamic

Continuous learning

Context-aware

Highly resilient



But What Makes the Agents Unique?

Security 
and IT teams

Microsoft 
Security Copilot

Continuous 
learning

Microsoft Security 
Copilot agents

Human 
supervised

Agentic AI



Configure the 
Agent with its 
own Identity



Incidents 
Proactively 
Resolved by 
Agent

Phishing Triage Agent



Remove the 
Noise

Phishing Triage Agent



Get rich 
context 
writing in 
Natural 
Language

Vulnerability Remediation Agent



Full 
Transparency, 
Collection 
and 
Reasoning 
Behind the 
Decision

Conditional Access Optimization



Customize 
and Train 
Your Agent 
by providing 
Instructions 
and 
Feedback

Alert Triage in DLP and IRM



Proactive 
Reports and 
Threat 
insights 
mapped to 
you

Threat Intelligence Briefing Agent



Agents to empower roles across security and IT

Security 
and IT teams

Microsoft 
Security Copilot

Human 
supervised

Continuous 
learning

Microsoft Security 
Copilot agents

Privacy Breach Response 
by OneTrust 

SecOps Tooling
by BlueVoyant

Network Supervisor
by Aviatrix

Alert Triage 
by Tanium

Task Optimizer 
by Fletch

Partner ecosystem

Phishing Triage

Alert Triage in DLP and IRM

Conditional Access Optimization

Vulnerability Remediation

Threat Intelligence Briefing

Microsoft Security 



Phishing Triage Agent in the 
Microsoft Defender portal

Autonomously triages phishing alerts
Conduct sophisticated assessments to determine 
whether an incident is a genuine threat or a false alarm 
with exceptional precision.

Evolves behavior based on feedback
Learns and evolves behavior through feedback 
provided in natural language, ensuring increased 
accuracy and nuance, with your team in control.

Provides full transparency into verdicts
Provides natural language explanations for verdicts and 
visually maps steps taken to reach each conclusion. Your 
team can adjust decisions as-needed.
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Vulnerability Remediation Agent 
in Microsoft Intune

Continuously detect evolving threats
Monitors and reevaluates vulnerabilities over 90 days, 
identifying newly emerging threats.

Prioritize and expediate critical patches

Uses AI-driven analysis to analyze impact and 
determine which vulnerabilities need immediate 
attention.

Remediate faster with full context

Provides clear reasoning for urgency, enabling faster, 
informed remediation without unnecessary 
disruptions.



Conditional Access Optimization Agent 
in Microsoft Entra

Quickly identify security gaps
The agent continuously monitors for new users 
and apps to detect misalignments with Conditional 
Access policies, reducing unnoticed vulnerabilities.

One-click fixes
Get actionable recommendations with easy 
one-click remediation, streamlining CA policy 
updates and enhancing security with minimal effort.

Secure access as conditions change
The agent continually responds to changes in the 
environment, enhancing protection and reducing 
manual audits.
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Alert Triage Agents in Microsoft Purview
Data Loss Prevention (DLP) and 
Insider Risk Management (IRM)

Prioritizes high-risk alerts
Intelligently identifies the riskiest DLP and IRM 
alerts based on organizational priorities, ensuring 
critical threats receive immediate attention.

Customize agent criteria
Learns and fine-tunes alert triage criteria from 
admin-provided natural language customizations 
within hours.

Improve efficiency and coverage
Automates alert triage and provides comprehensive 
summaries so data security teams can focus on 
critical threats.



Threat Intelligence Briefing Agent 
in Security Copilot standalone

Threat insights mapped to you
Provides the latest threat intelligence related 
to your organization's unique profile, including 
geolocation, IT infrastructure, and threat exposure.

Real-time situational awareness
Continuously learns from evolving attack landscapes 
and IT environments to provide the most relevant 
security updates.

Rapid reporting
Generates reports in minutes, eliminating the need 
for manual intelligence gathering and ongoing 
maintenance, which can take hours to days. 



“Lessons Learned” de sidste 12 måneder

Forstå prissætningen, dimensionering, overvågning og

optimering for at forstå værdien i din organisation.

Brug Security Copilot Github. Der er guides, Logic Apps, Plugins, 

Promptsbooks og meget mere – Gør det nemt for dig selv!

Tag en beslutning på et oplyst grundlag og hvor kan det gøre

den største forskel.

Lav en plan inden du starter.

Forvent ikke bare, at “AI-magi sker”. 
Vælge 2 eller 3 Use Cases og få dem til at fungere for at 

kunne vise værdien af Security Copilot og før man går videre

Uddannelse – Det er et nyt product!  

Forstå Standalone, Embedded og Automatiserings

mulighederne og hvordan de kan passe til dine Use Cases 

og hvordan.

Use Cases: Hvad skal Security Copilot gøre for dig?

Analyser måden du arbejder på og se om der er gode

kandidater til at blive automatiseret eller udvidet med 

Security Copilot 
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