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A platform strategy that
meets customers where they are
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Cloud On-prem Hybrid

ONE HARDWARE | ONE LICENSE | ONE SUPPORT
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Architecture
for the Al-Ready
Secure Network

Operational simplicity
powered by Al

Scalable devices
ready for Al

Security
fused into the network
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Catalyst

Catalyst Center

Catalyst License

CN N

Catalyst Hardware

Simplifying operations by
Unifying our platforms

MANAGEMENT

LICENSE

CISCO HARDWARE

Meraki

Meraki Dashboard

Meraki License

Meraki Hardware

N NN




Our unified platform

Management > Assurances > API / Integration )
PLATFORM
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INTRODUCING

AgenticOps
Agent-First Operations

/

Purpose-Built Decision Model
with Continuous Learning

Cross Domain
Operations

Autonomy with
oversight
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Deep Network Model
The most advanced
networking LLM

‘ Purpose-Built for Networking

20% more precise reasoning for troubleshooting,
configuration, and automation

Fine-tuned on 40+ years of CiscoU
and CCIE-level expertise.

‘ Trusted Training

Evolves with live telemetry and

‘ Continuous Learning
real-world Cisco TAC and CX insights.

-
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Outperforms general models by ~20%

GPT-40 Llama GPT-40 mini

General model benchmark

Gemma Cisco Deep
Network

Cisco-trained model

~

)

Accuracy on CCIE-style MCQs (590-question benchmark, May 2025)
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Al Canvas

Troubleshooting and execution
across multiple domains

Collaboration across multiple
users (NetOps, SecOps and execs)

Built on the foundation of
the Deep Network Model

' Al Canvas | Application performance degradation

= AlAssistant

9 Al Assistant

This graph shows a clear link between congestion
and application failures. When the interface gets
congested, fina app failures spike almost
instantly. Right ical transactions are
competing with non-essential traffic during busy
periods. The concurrent scheduling of mandatory
security-related software updates could be a
significant contributor to these congestion
events.

$J-MX105-01 network congestion
statistics vs. EFP application
performance

Splunk

ServiceNow SRTK0023941  Servicetiow
Reported by

Description

SJ-MX105-01 performance (last 24 hrs) Merski

SJ-MX105-01 WAN interface performance

Loss rate

Network segment performance analysis

ThousandEyes

ALPHA | OCTOBER




IURN

Al Assistant Shared Workspace Users

Invite collaborators
Al Canvas | Network health summary

Eve ou Invite wil

Introducing =

+ Rio CuzcoFlores -+ Melissa Gibson

+ Francesco Raieli  + Elisabeth Langley-Jones

i Wh
= Alasdistant MX84 Performance Metrics (Last 24 hrs) Error Logs Frequency  Splunk .
Meraki nly you
Now checking Splunk alerts...

5%
& Q|3 C 2.8% Packet loss.

e Al sumn

. Ticket #INC-2025032801: San Jose financial
P app slowness. MX84 showing 2.8% packet loss
. i during transaction peaks. Possible correlation
Single canvas for cross

with new SFP in port 1 (installed 3/25). Admin
9 Al Assistant v 1

permissions needed for further troubleshooting.

. . Error logs confirm MX device issues. Packet e L= "wnm (Ho;’:;, 250 o 22 199 e 1600
domain troubleshooting

5 Time (Hou
capture needed to verify, but you don’t have

permissions. Critical point

Error Logs Frequency Splunk

G e n e ra t i Ve U I W i t h Network Path Visualization: San Jose to Financial Cloud
reasoning built-in

Keeps NetOps, SecOps,
IT and execs on the same page
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Al Assistant

Al Canvas

Al Canvas is the
AgenticOps Platform

—

Campus and Branch
N M

Catalyst Center L webex

Topology, client details, location, etc. Voice and video experience

~| Cisco Meraki Thousand

Topology, client details, WAN, Internet, App Insights

location, etc.

;{52 SD-WAN

WAN Details User trust level, identity checks

Identity Intelligence

& reasons

Data Center

N

Nexus Dashboard

Data center network management.

Hyperfabric

Data center network management.

Intersight

Unified management, automation,
security.

Security and Observability

N

splunk>

Cisco and third-party insights

ISE

Authentication Insights

Secure Access

Private & SAAS Resource
Access

Security & connection events

g? Duo

Authentication & compliance

@& xpr

Related Threat Incidents
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The Al Assistant guides interactions
with the network
in natural language

Al Canvas reads the ticket and reasons
how to solve the problem

Collects information from tools like

ThousandEyes, Meraki, and Splunk to
troubleshoot the issue

‘45t Al Canvas canvas-2025-07-11-12-25-43

= Al Assistant

Correlation and Potential Issues

Both Meraki and ThousandEyes data indicate
substantial packet loss, suggesting network
congestion or underlying connectivity issues. The
significantly higher latency reported by
ThousandEyes relative to Meraki implies that the
problem may worsen beyond the initial connection
point monitored by the Meraki device.

Remediation Suggestions : The path view confirms
our internal network issue. This is completely within
our control to fix. Here are some solutions you can
implement immediately:

+ Configure QoS on the MX device to prioritize the
application traffic.

« Limit non-essential traffic during business hours.

+ Add DSCP tags to application traffic for network-
wide priority.

The end-to-end network analysis is complete. Act
on the provided remediation suggestions. Please
escalate to an expert if the problem still persists.

d 0 C

Assistant can make mistakes. Verify responses.

BRANCH-CHI-MDF1.1-
MXG68CW - WAN Interface
Performance

Loss Rate

42.78% ©soi

WAN interface lstency  90.91ms (bassline < S0ms}}

Jittge 1.1ms3 (baseiing <Sms)

-
p23

17221101

Connection @ Packet loss point

BRANCH-CHI-...

Investigate an open
icket from ServiceNow

-
-

172.16.100.254

Latency: 86 ms)

8

Multi-hap

i, Generate report H View ac
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Al Canvas

Collaboration Across

Multiple Teams and Users

One shared workspace for NetOps,
SecOps, IT, and execs

Drag and drop findings to persist and
share with the team

Al evolves Canvas with every
guestion, insight, and action

‘Ui Al Canvas canvas-2025-07-11-12-25-43

Al Assistant

Correlation and Potential Issues

Both Meraki and ThousandEyes data indicate
substantial packet loss, suggesting network
congestion or underlying connectivity issues. The
significantly higher latency reported by
ThousandEyes relative to Meraki implies that the
problem may worsen beyond the initial connection
point monitored by the Meraki device.

Remediation Suggestions : The path view confirms
our internal network issue. This is completely within
our control to fix. Here are some solutions you can

implement immediately:

» Configure QoS on the MX device to prioritize the
application traffic.

« Limit non-essential traffic during business hours.

« Add DSCP tags to application traffic for network-
wide priority.

The end-to-end network analysis is complete. Act
on the provided remediation suggestions. Please
escalate to an expert if the problem still persists.

O Qg C

Assistant can make mistakes. Verify responses.

@  Invite sent successfully

Everyone you invite will have edit access.

BRANCH-CHI-MDF1.1- BRANCH-CHI-MDF1.1-MX68CW - WAN Interface performance (Last 24 hrs)  Merski + DJ Sampath + Lizzie Parker
MXGBCW - WAN Interface
Performance + Anand Raghavan  + Yan Leigh

V\W Who has access

Only you

Loss Rate

42.78% ©soi

WAN interface latency  90.91ms (baseline < 50ms))

Regenerate Al summary

performance degradation at the Online
Boutique's Chicago branch, affecting all 24
users. The problem was reported by a system
administrator following a ThousandEyes alert,
indicating frequent transaction failures and
timeouts. The network analysis reveals
significant packet loss and latency issues, with
the Meraki device BRANCH-CHI-MDF1.1-
MXB8CW showing a loss rate between 32.44%
and 42.78% and average latency around 91ms.
The ThousandEyes agent in Chicago reports
even higher latency at 238ms and a packet loss;

of 43.5%, suggesting network congestion or
=3 & " = ® @ 8 connectivity issues beyond the initial

e
o connection point.

172.21.10.207 172.21.101 BRANCH-CHI 172.16.100.254 198.27.154.1 198.27.135.249 Multi-hop

38.0ms latency) Latency: 86 ms) Latency: 87 ms) Latency: 80 ms)

JSttor 1.1ms (baseline <Sms)

Recent actions include an end-to-end network
analysis, which confirmed internal network
issues. Remediation suggestions provided
include configuring QoS on the MX device,
limiting non-essential traffic during business
hours, and adding DSCP tags for network-wide
priority. The issue is within control to fix, and
escalation to an expert is recommended if
problems persist.

Connection @ Packet loss point



R Troubleshooting and
Execution Across Multiple Domains

‘4sée’ Al Canvas canvas-2025-07-11-12-25-43 -

.o . = Al Assistant
Unifies telemetry across Cisco
networking, security, cloud, apps
(9 Al Assistant
b3 b2 H b2 @ @
. D-CHI-MX68CW - Network DA ayo30y el i s Toaae Wi e S
Al correlates and diagnoses Loss Statistics Vs sk

38.0ms latency) Latency: 86 ms) Latency: 87 ms) Latency: 90 ms)

Application Performance
across the full stack

Executes agentic workflows

across domains w

D-CHI-MX68CW - Network Loss Statistics Vs Application Performance  sphunk

Assistant can make mistakes. Verify responses.




\ Cisco Al Canvas W

Demo




e Al Canvas canvas-2025-07-11-12-25-43 --- ° [ % Generate report ] [ View activity ]

lask the Al Assistant I¥uestion

Assistant can make mistakes. Verify responses.



Scalable devices
ready for Al
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Introducing

Smart Switches for the
Al-powered campus

High-performance,
low latency

Cisco Silicon One +
co-processor for
security and Al

Post-quantum secure

Intelligent energy

efficiency Cisco C9350 & C9610 Smart Switches

AVAILABLE JUNE 2025



Introducing

All New Industrial Ethernet Portfolio

19 versatile
form factors

Up to 54 Gbps
throughput

720W per
switch

Cyber Vision
embedded security Cisco IE3100/H | Cisco IE3500/H | Cisco IE9300

AVAILABLE JULY 2025



Unified Management
detailed capabilities

&




Expanded cloud management
for Catalyst portfolio

e —————

Wireless Switching Routing
Full wireless support Expanded management for access and :
Scale | irel ith core switching, including C9200 and M [l
cale large campus wireless wit e support coming

Campus Gateway

GA | MAY GA | JULY ALPHA | JUNE

Cloud management powered by cloud-native I0S XE
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Powerful Switching
Capabilities

Support campus
deployments with BGP, VRF, ISSU,
and I0S XE stacking

GA | MAY

Large campus
cloud capabilities

Fabric for
Secure Networking

Simplify NetOps with a
secure fabric and micro/
macro-segmentation

GA | JULY

Cloud CLI for
Flexibility

Swmwy P CwodCl vt R oty
Cloud torminol  Gsess e rmacem e o e e sy e A8
Netmarks by et sccre st e

Simplify onboarding and flexibility
with operating mode options and
Cloud CLI

ALPHA | JUNE



Al Event Analytics

Single-pane-of-glass view across all
network events to facilitate
visibility and analytics

GA | NOW

Catalyst Center
— simplifying Day N

RBAC by Site

Granular Role-Based Access Control
based on Site Scope

CONTROLLED AVAIL | JUNE

Rule Based Compliance

Custom compliance
rules and to detect issues network-
wide

CONTROLLED AVAIL | JUNE



Additional Catalyst
center capabilities

Catalyst Center Virtual Appliance Support
Global Manager for Azure Energy Management

Energy Monogemant

; ‘;! = A ._‘:;;W iiifs';’;;;*'“ ‘D

e e Mictose it I

Optimize energy usage and save

Streamline global network Deploy a virtual appliance
management from a single on Azure for operational costs with standardized energy
dashboard flexibility metrics and insights

CONTROLLED AVAIL | JUNE CONTROLLED AVAIL | JUNE CONTROLLED AVAIL | JUNE
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Meraki Dashboard CLI/API Access Catalyst Center

————J 1 §
C9000 Switch

Customer’s choice of management platform



New switching
platform

a




16 nm 256K Routes 7 nm 2M+ Routes
Technology (] 6X UADP) Technology (8X UADP)

1.3 Tbps, 1.5 Bpps 6.4 Tbps, 3.9 Bpps

ASIC Performance ASIC Performance

N\ A100 K100

7 . h B
\ DI
\ weo® ocf - o q . . ope Y
SN0 Built-in Security — MACSEC and IPSec and authenticity of silicon
. J
4 N

Flexible Tables — adaptable tables for varying deployments

. /

Custom Cisco ASICs enables full stack control, rapid fl A
innovation, and helps Cisco stay ahead of Smart & Sustainable — High efficiency with low power (Gigs per Watt)

the market compared to merchant silicon L .

Enterprise Grade Silicon One
B



Cloud-Native IOS-XE builds on our existing infrastructure abstracting

& modularizing internal software processes, with a focus on ‘model-driven’ objects

and standard databases, to enable advanced programmability, clustering & resiliency.

Cisco 10S XE

U5 Control Plane

. . . -
B Common Infrastruciune & HA

|DS KE Modula Drvars
DB

Cloud Native IOS-XE
o ——_—_—_____—_—_—<SS e



- perfS ONAR <@
IOSXE CLI BN @ LLCIMA
. by 00 Meta

Cisco Application Framework (loX) dg; ThousandEyes

container container container

Hosted Hosted Hosted
App App App

Up to 8 CPU Cores (4vCPU 9350)

Up to 32G Memory (16G RAM 9350)

P T o T B B Ty
L ————

Up to 20 Gbps of App Gig Port

Al assist with onboard computing cores
00



Integrated . . ‘
Quantum Resistant Compensating Controls* Hypershield Ready
Industry Leading XFSU* Enhanced Stackpower+ Stateful Switchover

h

Cisco C92350 built to power next gen endpoints
S ——_—_—_____—_—“SSN—



10 slots

8x line cards slots and 2x supervisor slots

5 1 prS Bandwidth

Upgradable to support 6.4Tbps per line card

1127 Gbps SerDes

Higher performance with SFP112 10/25/50/100G

ANAS SFP+

More 10G / 25G ports than Catalyst 6500/6800 chassis

Quantum Resistant & Compatible with Catalyst Highest MTBF in the

Hypershield Ready 9606 Line Cards industry22

= w

Cisco C9610 offers highest port density (25/50/100)
e [ T ——
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C9610R

Cable back plane
for higer speeds




TECH Introducing Cisco C9350 Series Smart Switch
TOUR Next Generation Access Smart Switch

Smart & Energy Efficient Advanced Security Full throttle - Downlinks 25/50G & 100G uplinks
EnergyStar Rated . . . Dense uplinks: 2 or 4x 100G/40G,
Smart power Crypto-Ready, PQC Resistant All 48 ports simultaneous Full mgig/10G with 506 at access: 8x 25G/10G or 4x 506, 8x

System and Endpoint Hibernation UPOE+, Perpetual POE, Fast POE

EEE/Auto-off Components 10G/mGig

Higher Bandwidth

Silicon One A100

1.6T Stacking

Next Gen Stackwise Architecture
N+1 redundant fan trays with reversible
air flow options.

Enhanced power pooling with

O — Combined or Redundant Mode (N+1)




Introducing C9350 Series

New Hardware launch

X86 CPU

Cisco 10S XE ],
9

Higher Bandwidth CISCO

1.3 TERABYTES

@ Flexible Speeds

10m/100M/1/2.5/5/10/25/50/100G
A100
22w 2022

042

Silicon One A100

Higher Scale @

4 X MAC Scale
4 X ACL Scale
6 X Route Scale

@ Advanced Security

Crypto-Ready*, PQC Resistant

Highly Resilient @ 48 x mGig & 10G + 90W PoE Flexible Uplink Options @ Smarter & Intelligent

NG-StackWise, StackPower, Redundant 1G/10G/25/50/100G Enh. App-Hosting, Unified Management
PS/Fan’s & xFSU*




Introducing C9350

Re-designed for flexibility

- e e e e e e e e e e e e e e e e e e e e e e mm e e e e e e e e e e - = = e = e e e e e e e e e mm e mm e e e e e e e e e e e e e e e e = e

.‘ P 5
1 1 e |
' 0 New stacking architecture with 1.6 Tbps bandwidth X : Enhanced StackPower with improved power dgF—J’ g X
I ro 30CM-150CM |
I 50CM-1M-3M [ I
S e o 2 x Stack ports ~ -------- ' ~-  2xStackPower ports = ---==----------mmmmm oo /

3 x Fan Modules 3 x Power supplies
Front to back with port side intake '

or

1600W AC PS 850W AC PS 500W AC PS
Titanium Rated Platinum Rated )

Fan Options for Flexible Deployments Up to 4800 Watts.
Highest Power Budget in the Industry

*Applicable for the data only SKUs

Cold redundant mode ‘hibernates’ redundant power supply when power requirement is low <5W consumption




TECH Cisco 9350 Series
TOUR Portfolio

e i e e i e e e e R 7 ~ r

|| R— I 50G at access |
I = Skke = I '
1- £ N '
e s I
I C9350-24P/48P €9350-24U/48U I 1 1.’.] :

| 24/48x 1G/100M/10M copper 24/48x 1G/100M/10M copper I e
I 30W PoE+ B0W UPoE I €9350-NM-4C l
| I 4x40/100G I
I I :
| veveeEs verses veuves vy 1 l
I C9350-24T/48T I l
i 24/48x 1G/100M/10M copper 1 C9350-NM-2C |

Data only l 2x40/100G
I |
f DRI Ly | | W 1 1 W e I
: Ll ',B;!!:a"ﬂmﬂg! ' I I
€9350-48HX C9350-48TX I i
48x 10G mGig 24/48x 10G mGig I C9350-NM-8Y
90W UPOE+ Data only I 8x10/25G or |
N |
MultiGigabit SKUs

Note: Uplinks/PSU’s/Stack Cables are not backward compatible with C9300(X) series



T
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“" Cisco C9350 Series
Smart Switches

o QI Coco o e e




Building on simplified
cloud management
with 10S XE




Building on simplified cloud
management with 10S XE

One unified OS for cloud Options for migration or Day 0 Cloud simplicity with
2XZ  and on-prem 2XZ cloud management 2XH  advanced 10S XE features

Industry Leading Enterprise Switching Portfolio + Unified Cloud Platform

v C9200CX v C9500 v C9350 Smart Switches
v C9200/L + C9300/L/X/ILM « C9610 Smart Switches*

. ln
13588 weee ™ [,3855Nvvee @
T e T RS Tihhas TS

Cisco Meraki Dashboard




Maintain operational flexibility
with cloud management

Configuration Source: Cloud , Configuration Source: Device

UNLOCK FULL CLOUD SIMPLICITY RETAIN ADVANCED CONTROL
Configurations are performed in the cloud and managed Configurations are managed via traditional methods and
using the dashboard Ul performed local to the device

FLEXIBLE OPTIONS FOR MANAGING YOUR DEVICES FROM THE CLOUD



Configuration Source: Cloud

The full cloud experience with

“
. . Add devices to network
management and configurations
performed in the cloud © o :
Select network Configure I0S-XE Summary
devices
{ ?
Support for automated ‘show’ CLI commands for Device management and configuration source
advanced troubleshooting £9200/C5300 devicas
O Cloud configuration
Leve rage th e intuitive user inte rfa ceto bu I|d Configuration is sourced from the Meraki Dashboard.
configurations that are performed directly from the O Device configuration  Beta
Meraki cloud at scale. Configuration remains local to the device.
Cancel
i )

Full List of Supported Models Here



https://documentation.meraki.com/MS/Cloud-Native_IOS_XE

Cloud scale visibility with localized
configurations and the full I0S XE
feature set

Non-destructive onboarding preserves
configurations, which are managed and performed
local to the device via traditional methods.

CLI read/write feature-set supported in dashboard

Optional configuration back up in the cloud.

Configuration Source: Device

Add devices to network

© 2]

Select network Configure 10S-XE
devices

Device management and configuration source

C9200/C9300 devices
O Cloud configuration

Configuration is sourced from the Meraki Dashboard.

O Device configuration Beta

Configuration remains local to the device.

\

Cancel

3

Summary

Full List of Supported Models Here



https://documentation.meraki.com/MS/Cloud-Native_IOS_XE

Combined with advanced
i features powered by I0S XE

IOS XE 17.18.1 (beta) brings advanced capabilities to the cloud through the introduction of advanced routing and
What’s New high availability features. Additional cloud expansion features Bring greater value to enterprise customers through
the introduction of simplified support for troubleshooting, monitoring, and configuration management tasks.

Cloud CLI Expanded Support Advanced Routing High Availability
Access an embedded Support for new Advanced capabilities like In-Service Software
cloud terminal within hardware models and BGP and VRF are now Upgrades, Virtual
the Meraki dashboard. expanded support for supported in the cloud Stacking for C9500,

cloud features. dashboard and more.
GA: I0OS XE 17.15.4 Beta: I0OS XE 17.18.1
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Introducing a
secure Cloud CLI
terminal, directly
in dashboard

Access an embedded cloud-hosted CLI
terminal within the Meraki dashboard
without the need for VPN or jump host

Support for common CLI commands to
uncover network issues effecting
network devices

Leverage existing and familiar skillsets
while ensuring your teams maintain
access to detailed device data with CLI

« Switches € >

ACCESS-2 & © onine

C9300-24P b4:4c:90:0e:e0:00

(O)indigo Brasil
O Jriisoerasi

- ¢
/ Gran Eslunfuzu Berrini (),

t @ shopping Nagdes Unida
t ¥

RJop, @ Hiltonisdo
"8 @ pauio Morumbi,
~

Google Map dats 2025 Google

Address

Av. Nagdes Unidas, 12901 - Torre Oeste -
260 andar. Brooklin Novo - CENU. Cep:
04578-910 - S&o Paulo - SP - BRASIL

Serial number
FJC28141DNK
QSKA-P8AL-TGNZ (Cloud ID)

Device uptime

106d 15h 34m

Lastdeviceboot  Apr9 16:32:43 (GMT-
Lastbootreason View in Event log

Configuration
Up to date (last fetched 37 minutes ago)

Firmware
105 XE 1715.3
Upgrade Status

Open source licenses &,
LAN IPv4
10.103.64.12

Type
Via DHCP

Interface
Vian1

Public IP?
64.100.12.2

Configuration source: Cloud

Summary Ports

CLI terminal

»

&

Terminal

5)

Session Hil

Start time (4
Jul 17, 2029
Jul9, 2025
4 Jun 30, 202
Jun 25, 202
Jun 25, 202
Jun 13,202
Jun 12,202

Jun 10202

Cloud CLI Device Health L3 Routing Event log Location Tools

Close terminal

Detach terminal (7

e o

B} This terminal aliows limited access to read-ony I0S-XE commands, such as show

WW_CORE_9300X#show ip route bgp

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B -~ BGP
D - EIGRP, EX ~ EIGRP external, 0 - OSPF, IA - OSPF inter area
N1 - OSPF NSSA extern
El - OSPF external type 1, E2 -~ OSPF external type 2, m - OMP

- NAT DIA

IS~IS summary, L1 = IS-IS level-l, L2 = IS-IS level-2

L type 1, N2 - OSPF NSSA external type 2

n - NAT, Ni - NAT inside, No
1 - IS-IS, su
13 = IS~IS inter area, »
H NHRP, G -

NAT outside, Nd
candidate default, U - per-user static route
NHRP registered, g -~ NHRP registration summary

ODR, P - periodic downloaded static route, | ~ LISP
application route

replicated route, % - next hop override, p - overrides from PIR

replicated local route overrides by connected

to network 9.9.9.9

Gateway of last resort

Opens a troubleshooting console to this device, similar to an 10S-XE CLI window

GA: I0S XE 17.15.4
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 WIRF

Edit BLUE_VRF

TOUR

Configuration details
VRF nasne
[ BLUE_VRF ]

WRF = Subnet P

Introducing VRF
deployment from
the cloud

Doug a0 VLAH gighty BLUE WRF 1R.80.89.08/34 19.50.80.254
Dascription

L1}

Racky_and _Bullwinkle BLUE VLAN 80 BLUEWRF 1B.B0.8R.9/24 19.80.80.253

Babs roubed part BLUENVRF 18.88.88.8/24 19.88.88.2%2

Reute distinguisher 0

18.89.89,0/24 [ 5206 ]

19.80.80.252

Eabs 2nd routed
port

BLUE_VRF

Roate target (D

l )

Easily create isolated route domains
without additional hardware and
enhance fault isolation

ﬂ Doy 0 Lesp i BLUENRF 1B.2%2.252.20373F 1@.252.2%52.2%2

Uplink vian 20 Datauit 18.29.29. 8724 12, 38.28.2

VRF
Strengthen security with scalable

macro-segmentation, limiting lateral movement of
threats

0 VAFs with associated interfaces 0 VRFs without associated interfaces

[+ sgaver |
[] Mame Description Route distingulsher Route target Hetwarks
Simplify network management by O ostn  — - N -
eliminating the need for ACLs on every () euevee  iar 52108 ~ -
SVI and reducing oversized route tables O) creenvie  por s2108 - - s
[ mepwwe Evil Prinbers and Fax Machings 52107 = . & B
k )

Beta: 10S XE 17.18.1
- TS
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Introducing Border
Gateway Protocol
from the cloud

Multiple configuration options including
full stack dynamic routing (SD-WAN + LAN)
and simplified iBGP/eBGP routing

Flexible configurations including per
switch and peer-group templates,
plus support for common policy objects

Support for full API programmability and
open compatibility with third-party vendors

BGP Routing

Gonoral DGR Fitary ASN

BGP Reaiters o & Beddl romstir

Twiteh e [ ASM O At pees Autrietingd rvtes.

D tnate COBO0- AN

BGP Routing

General BOP Filters AN

Bt Systom Humbers (ASN) + At A
ﬁm:mmmm«mm:m-mmm Hiow (o remeve DGR routen.
ASH  Dwscription BOP rovten
e b &0
e CE I O

Supported Hardware: C9500, C9300X, C9300, C9300L, C9300LM, C9200CX, MS390
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TOUR

Introducing Routed
Ports from the cloud

Reduce convergence time while
simplifying network management

Routed peer to peer links including
east/west and north/south traffic

Minimize VLAN ID consumption
while joining separate networks

Routing & DHCP

Interfaces

9 interfaces

O  CAMPUSOI-CORE

() CAMPUSO1-CORE

CAMPUS01-CORE

() CAMPUSO1-CORE

O CAMPUSO1-CORE

0  CAMPUSOI-CORE

O CAMPUSO1-CORE

0  CAMPUSOI-CORE

O  CAMPUSOI-CORE

Static routes

Search 1 Static routel

() CAMPUSO1-CORE

Muiticast routing

w0 Corp-Data

13 15 17 19 21
14 16 18 20 22

23 1 3
] -]
24 2 4

17216100124 1721610.254 False False

Server Enabled

p
Update 1Ports

~

Selected Switch [ Port

Bob/13

Interface moda

Hame

Tags

Port status

Link negotiation
EEE (O

Port schadule

PoE

Port isclation

IL_; Switch port @ Routed port

Mavigate to configure routed port

[ Transit Network

|

Enabled

[ Auto negoatiate

D Enabled

[ Unscheduled

Enabled

|_] Enabled

J

Beta: I0S XE 17.18.1
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Meraki

TOUR

% Global Overview Staged upgrades

Groups Sequence
Organization —

-
Meraki Launchpad# ~

1. Network

Introducing In-Service
Software Upg rades Bz - | O @

@) secure Connect 6

4 N\

fro m th eC I ou d S Schedule firmware change

© Assurance

() security & SD-WAN o .
When should this firmware be installed?
=  Switching

ISSU allows users to upgrade switch stacks while
the network continues to forward packets

Upgrade times may be staggered depending on the number of devices changing firmware.

% Wireless
Il Insight

#  Organization

@ security New O Perform the upgrade now
. . . . . T AccessManager New f :
Minimize network disruptions and ° : Schedule the upgrade for
downtimes with simplified scheduling Q Findinbens 03/28/2025 at - (network local time)
ISSU

i When enabled, this setting will apply exclusively to the eligible switches withn the StackWise Virtual pairs.
Deploy new services and features 9 pply y g 0

faster with remote execution Mtempt ISSU when available

\. J/

ISSU introduced with 17.18.1, feature support available in 17.18.1 Beta: 10S XE 17.18.1
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TOUR

Introducing support
for StackWise Virtual
from the cloud

Simplify configuration management by presenting
two physical switches as one logical entity

Lower the risk associated with a looped topology
while reducing operational failure points

Maintain HA with support stateful switch
failover (SSO) by ensuring minimal downtime
during failures or maintenance

Create Stack

Stack name

ﬂ Hourglass Twing]

——

Name

Ash Twin

Ember Twin

N\
Configure your StackWise Virtual pair
To successfully provision Catalyst 9500 switches as a StackWise Virtual pair, select switch
ports balow to set up 5VL and DAD links.
A% Flease ensure you have physically connected the ports selected below before proceeding
Stackname  Howrglass Twins
Members Ash Twin , Ember Twin
SVL links
Select between 2 and B ports on each switch to establish the SVL link. Note that any existing
switch port config will be overwritten for ports selected here,
Ash Twin Ember Terin
1% 2 x = w ] # [ 1% 2 x =
DAD link
Select 1 port to establish the DAD link. Mote that any existing switch port config will be
overwritten for the port selected here,
Ash Twin Ember Twin
E AR
| acknowledge that by clicking "Configurg’ | have physically conndctid the ports selected Tar SVL and
DD ks,
J

Beta: 10S XE 17.18.1
- TS
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T@UR Switch settings

VLAN configuration Management VLAN C

L J

[ ] [ ]
I n r n R STP configuration Enable Rapid Spanning Tree (RSTP) ©
O u c I g a p I STP bridge priority ©

Switches/Stacks Bridge priority

Default 32768
+ Set the bridge priority for another switch or stack
I I m h I Quality of service ©
# VLAN Protocol Source port Destination port © Trust incoming DSCP

RPVST+ provides faster convergence to

minimize downtime and ensure resilience
in dynamic environments

STP configuration STP configuration mode

@ Enable Spanning Tree
Select Spanning Tree mode for Catalyst switches

Multicast settings

Allows efficient load balancing S AT
() Enable Multiple Spanning Tree (MST)
across multiple different VLANs @ Enable Rapid per-VLAN Spanning Tree (RPVST+]

MTU configuration

[} Operating network with & mix of RPVST« and RSTP may cause unexpected issues, please refer to
Documentation for best practices for operating mixed STP environments

Disable Spanning Tree

Critical for maintaining stable L2 STP bridge priority

topologies in dense campus deployments  Switchea/Stacks Bridge priority VLANNst Actions
Defaun 32768
Rocky.and_Bullwinkie 8192 1-4094 =

+ Set the bridge priority for another switch or stack

Beta: 10S XE 17.18.1
- TS



Cloud-managed
Enterprise Switching

Loop-free Routed Access
Scalable Macro Segmentation

Flexible, Open Dynamic Routing

Enhanced L2 Loop Prevention

Sub-second downtime
firmware upgrades

*BGP supports on C9200CX, MS390, C9300 and C9500



SmartPorts

Profiles Automations

Q, Search | | All v 7 Results
Profile name Date created
Cameras June 01, 2023 09:06 AM

Additional cloud features now
available on Catalyst 9000 —

Intelligent Capture | For access points

New capture Stored captures Proactive PCAP Enablement

Standardize and simplify configuration management

by predeﬁ nin g port prof"es with SmartPorts B NewinDashboard: Proactive Packet capture enables automated packet capture upon any wireless connection failure, Click here to enable
Time Name Access Points User Status Source Client Packet Step Reason Notes Ffle Analyze Action
Reduce tlme spe nt On PCAP analySIS by re mOtely Jan Cisco CE Front Coffee House Cisco Saved  Manual Customer 7.0 View
scheduling captures with Intelligent Capture oass 2mesean " dous
Jan Cisco CE Front Coffee House Cisco Saved Manual Customer 0.6 View
i . i . g oot i - oM
View statistics and receive alerts for critical P
system resources with Device Health support
View statistics relative to Device Uptime including v @
time online, last boot, and last boot reason. o

Support for Digital Optical Monitoring to enable
real-time monitoring of fiber optic transceivers

Beta: 10S XE 17.18.1
- TS



“

Wrap up

* Nye Swicth platforme

* Brugbare Al veerktgjer

* Mange flere muligheder med Cloud management
* HUSK....ISE Commen police

* Micro segmentering - sikkerhed nu ogsa fra Cloud
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tea til Cisco Live 1

Startdato
08. feb. 2026, 09:00

For17. ar i treek arrangerer vi en tur til Cisco Live sammen med vores kunder og Siutdato
Wdailo

samarbejdspartnere 13. feb. 2026, 18:00

Frist for registrering
02. jan. 2026
For english click here

Sted
Atea Danmark og Norge gar igen i ar sammen om at arrangere en attraktiv fallesrejse Amsterdam
til Cisco Live 2026 i Amsterdam fra den 8. til 13. februar 2026. Det bliver en enestdende Adrasse

oplevelse, hvor teknologi, netvaerk og socialt samvaer gar op i en hgjere enhed! RAI Amsterdam

Sammen med Atea far du mulighed for at nyde godt af sparring, erfaringsudveksling og VIS pA ot

rdgivning fra Ateas mest specialiserede konsulenter fra bdde Danmark og Norge. @ Cisco
Live er en teknologimesse i Amsterdam, der skal opleves! Arrangementet passer til dig, der

er konsulent, leder eller Cisco-entusiast.




Naeste indlaeg:

Fremtidens infrastruktur:
Fra netvaerk til sikkerhed i skyen

HPE
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