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1) Data Security challenges
Microsoft Purview

Demos — from a user perspective
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Hvorfor har Data Sikkerhed
faet fornyet focus ?



But securing data is complex and multi-faceted
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Different types Al transformation Regulations
of data, users, brings new continue
and objectives data risk to evolve
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Fragmented solutions can be challenging

Unnecessary data transfers
Duplicate copies of data
Inconsistent data classification
Redundant alerts

Siloed investigations

Exposure gaps

»

Increased implementation
complexity

Longer deployment times
Greater management burden
Higher costs

Worse security outcomes



Data security incidents can happen anytime, anywhere

Data at risk of misuse if organization has no visibility into their data estate

External risks Internal risks
User falls prey to phishing User copies file to a USB, then User negligently shares User deletes sensitive
attack, compromises user uploads to a personal Dropbox sensitive data in information before leaving
credentials to take to a competitor generative Al apps the organization
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Data compromise v Data theft by v Data leak by v Data sabotage by v

by external threat O malicious insider O negligent insider O disgruntled insider O



Generative Al is reshaping the world but there are
associated data security risks..

User creates document without

proper access controls making it

easy for other users to reference
it in Copilot
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Data overexposure v
by negligent insider O

User asks generative Al to find
information on a secret project
and leaks it to the press for
personal gain
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Data leak by v
disgruntled insider O

User negligently shares
sensitive data in consumer
generative Al apps
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Data leak by
negligent insider O



& Microsoft Purview
Integrated solutions to secure & govern your entire data estate

DATA SECURITY DATA GOVERNANCE DATA COMPLIANCE

Secure data across its lifecycle, Responsibly unlock value Manage critical risks and
wherever it lives creation from data regulatory requirements
Data Loss Prevention Data Discovery Compliance Manager
Insider Risk Management Data Quality eDiscovery and Audit
Information Protection Data Curation Communication Compliance
Data Estate Insights Data Lifecycle Management

Records Management

Unstructured & Structured data Traditional and Al generated data Microsoft 365 and Multi-cloud

Shared platform capabilities
Data Map, Data Classification, Data Labels, Audit, Data Connectors



& Microsoft Purview
Integrated solutions to secure & govern your entire data estate

DATA SECURITY

Secure data across its lifecycle,
wherever it lives

Data Loss Prevention
Insider Risk Management
Information Protection



To secure their data, organizations should :

Discover hidden risks Protect and prevent Quickly investigate
to data wherever it data loss across your and respond to data
lives or travels data estate security incidents
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Balance data security and productivity



Fortify data security with an integrated approach

Automatically discover, classify

and label sensitive data, and
o . Protection
prevent its unauthorized use

across apps, services, and devices.

Understand the user intent and
context around the use of
sensitive data to identify the most
critical risks

Data Loss
Prevention

Insider Risk
Management

Enable Adaptive Protection to

assign high-risk users to appropriate
DLP Data Lifecycle Management and Support for all data - hybrid, Cloud, SaaS, and devices | Partner ecosystem

Entra Conditional Access policies



Microsoft Purview to help with data discovery

Data risk report for unprotected sensitive data

f Unprotected sensitive assets across data sources (7
4

Choose a classifier or a label <

‘ L Filter on labels, classifiers, or categories 1 Export

L Data source 7
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, Microsoft 365
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Demo — user perspective

1) Auto labeling of Word document
2 Data Loss Prevention (DLP) in Microsoft Teams

3 Data Loss Prevention (DLP) in M365 Copilot



168.61.102.138

| 7 S @ Avtosave ‘_O” i Nyt dokument () No Label v
Microsoft.
Edge

llearnabout
File Home Insert

£ Search

thisipicture
Draw

Design Layout References Mailings Review
Aptos (Body)

Wiz | A A Al B =T

N B I U~ s x
Demo & ’
pocument

Help 0 Comments | | & Editing v
—t r=
x A~ A

i= AaBbeet | Aagbcet AaBb! 5 /O \QJ @ @ ™

Editin i itivi - i i
l 1 Normal |1 No Spac. " 9 Dictate Sensitivity  Add-ins Editor Copilot
b o Al q J L v v
o z
Font Styles

Voice

Heading 1

Sensitivity Add-ins
Ej Draft a business memo

N

@) Write an article based on File ‘ (1) Produce insights from File

~ N\

»  Skriv lidt om Microsoft Purviewl

2 @

Page 10f 1

owords [}  English (United States)

Text Predictions: On ‘ﬁ",Accessibili(y: Good to go

I Focus B @

——




PN | 168.61.102.138 - 0 X — %_;
Q Chat e QL ([Giv To: @ Megan Bowen X v
9 Unread Channels Chats Unmuted v

Show hidden chat history

Ve  Discover

(A

(@ Mentions

60

Favorites

o
‘ -
e ""6 Alex Wilber (You)
— Chats
S
onnectior
() New message

Teams and channels

Type a message A © B + P




B 168.61.102.138 g

-
Récycle Bin & - - \Learn about

Lhispictire

Demo docs

& ] & OneDrive > Alex-Contosc > Demo docs arch Demo docs

'('B' New , - J N Sort View (B Details - . - — - . —————

Demo

Name
Doctiment ) Home

R Gallery 13 No Copilot indexing
‘E & Alex: Canit Copilot indexing a /2025 1:09 PM osoft Word Doc
) ex - Contoso

NG Cepilcﬁ
indexing

@ Desktop
+ Downloads
— Documents

P9 Pictures

@) Music

i3 Videos

Demo docs

v [ This PC
> %= Windows (C)

> S Network
Zitems  1item selected 29.0KB  Available on this device



B 168.61.102.138 g

Récycle Bin

&= . D % Copilot | Microsoft 365 Copilot X @ OneDrive X + = o %
> A

A _
o &< O ()  https://m365x69863122-my.sharepoint.com/my?id=%2Fpersonal%2Falexw_m365x69863122_onmicrosoft_com%2FDocuments%2FDemo%20docs B A O a3 = ) ﬁ
€
. i  OneDrive O Search = & & 2 %
..W}
DODCZEZM | + Add new & Share © Copylink  Download EB Exportto Excel {3 Automate v IF Sot v = v @& Details
w Alex Wilb :
SRS My files > Demo docs
N& Copilot (A Home
Indexing
| i My files \:" Name ~ Modified &) ~ Modified By ~ File size ~ Sharing ~ Activity
2% Shared [
o s ﬁg} No Copilot indexingd... = @B @ % 2 daysago Alex Wilber 30.0 KB &3 Shared @ You shared this file - Sat at 12:40 PM
¢ Favorites
[
;1 Ok Copilot indexing.docx 2 days ago Alex Wilber 29.1KB &3 Shared (& You shared this file - Sat at 11:41 AM

T Recycle bin

Browse files by
% People

Meetings

A Media

Quick access
ﬂ Demo Site

More places...

Storage

< 0.1 GB used of 1TB (1%)




Public Preview

AI fOI‘ DEfenderS . (require Security Copilot SCU’)
Microsoft Security Copilot Agents

Microsoft Purview

(N Home Library
0) Agents

Security Copilot agents for Data Security
B Overview Explore and deploy Security Copilot agents that use generative Al and ye

e Library

B, Alert Triage Agent in Provis = Alert Triage Agent in
B Solutions B Data Loss Prevention a Insider Risk Management

Alert Tnage Agent reviews alerts in Data Loss Alert Tnage Agent reviews alerts in Insider Risk

Prevention to detect any leaked data and evaluate M ntod t any insider risk and evaluate

Its sensitivity

Video


https://techcommunity.microsoft.com/blog/securitycopilotblog/automate-cybersecurity-at-scale-with-microsoft-security-copilot-agents/4394675
https://medius.microsoft.com/Embed/video-nc/7f3831c8-d38f-4a38-8583-4b5115a82385?r=1037553770096
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Public Preview

Microsoft Data Investigations (DSI) e el o)

Microsoft Purview
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https://techcommunity.microsoft.com/blog/microsoft-security-blog/accelerate-data-security-investigations-with-ai-powered-deep-content-analysis/4396099
https://www.youtube.com/watch?v=nGXgxy-6FPY

Get started with actionable insights

One-step insights and agentless deployment

q Discover @ Understand
sensitive data critical insider risks
B
Leverage out-of-the-box and Turn on insider risk analytics
custom Sensitive Information Types and create a recommended data
(SITs), trainable classifiers, and more. leak policy. Turn on Adaptive
Protection.

Understand critical
exfiltration risks

S

Turn on DLP analytics and create
a recommended DLP policy in
simulation mode.

Integrate seamlessly on a unified platform without dependency

Actionable insights without impact on end users



Advance your journey with adaptive controls

Advance like a pro with built-in intelligence

E[_la Label and @\ Investigate

protect data critical risks
Define label taxonomy and label Review and investigate
content by enabling default high-severity insider risk alerts
labels, configuring manual and finetune policies.

labeling, or scaling with
auto-labeling.

Prevent sensitive

B data loss

Fine-tune DLP policies and
add Adaptive Protection as
a condition in your DLP
policy. Run DLP policy in
block or block with
override mode.


https://learn.microsoft.com/en-us/purview/information-protection

Data Security We talked about :

1) Data Security challenges
Microsoft Purview

Demos — from a user perspective
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Thank you
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